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1 General

1.1 Audience of this document

This document describes the installation, configuration and usage of gpg4o® on a single
system for end users. System operators are advised to read the ,,gpg4o Administrator
Manual®, which describes the general configuration and usage of group policies of gpg4o.

1.2 gpgdo — GPG for Outlook

gpg4o is developed as an add-in for Microsoft Outlook 2010® and later, and is supported
by the 32- as well as by the 64-bit version.

gpg4o assures a safe electronic communication by encrypting and decrypting emails and
their file attachments. Of course, signing and verifying is also possible.

The integrated key management by gpg4o provides simple and uncomplicated handling of
public keys.

The validity of external keys is verified based on the Web of Trust. For this purpose informa-
tion of known key owners is used.

1.3 GnuPG and OpenPGP

To use gpg4o, GnuPG is required, which can be installed by the user during initial setup.
GnuPG is a free cryptography system. It is used for encrypting and decrypting data as
well as for generating and verifying digital signatures. GnuPG implements the OpenPGP
standard.

For information about GnuPG and the source code, see:
https://www.gnupg.org/

The General Public License (GPL) can be found at:

http://www.gnu.org/licenses/gpl.html

1.4 Key, keypair and key exchange

The OpenPGP standard used by gpg4o works according to the principle of asymmetric
encryption. For this purpose, so-called public and private keys are used, which together
form the so-called keypair. For beginners it is always a bit confusing what it is about and
how they are connected to each other.

Basically, you always need the public key of your communication partner before you can
send him an encrypted message. You must import this key at least once. Your communica-
tion partner also needs your public key in order to write encrypted emails.

You can easily attach your public key when composing an email and thus communicate it to
your communication partners. In addition, there are so-called key servers on the Internet, to
which you can upload your public key. For more information, see chapter 8.8.

The data is decrypted with the private key after you have entered the passphrase. By
entering the passphrase you confirm that you are authorized to access the decrypted data.
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Attention: Never give out your private key and/or passphrase to anyone else! Oth-
erwise they can read your emails and sign them on your behalf.

The recipient of a signed email can verify the signature of your email - and thus detect
changes to the email - when he or she has imported its ,,public* key.

In short, you can distribute your ,,public* key to everyone in the world with a clear con-
science. In contrast to your ,,private® key, which should always be kept in a safe place.
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2 System requirements
gpg4o has been developed for Microsoft Outlook 2010 (and later) on Microsoft Windows®
. Details about compatibility of gpg4o with certain operating systems versions can be found

in the table below.

Operating system Outlook 2010  Outlook 2013  Outlook 2016 Outlook 2019

Windows 7 v v X1 X1
Windows 7 (SP1) v v e X1
Windows 8 v v v X1
Windows 8.1 v v v X1
Windows 10 v v e v
Mac OS X X X X

! Operating system not supported by Microsoft Outlook.

gpg4o works with 32 bit and 64 bit Outlook and Windows versions.

gpg4o uses GnuPG, a free implementation of the OpenPGP standard. We tested gpg4o
with a variety of GnuPG versions. The results are listed in the table below.

GnuPG version dgpgdo
v1.4.22 (or higher) v
v2.2.9 (or higher) v

During initial configuration of gpg4o a supported version will be installed automatically.
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3 Functional range

3.1 Versions functional range comparison

Function Trial Version Free Version Full Version
Encrypt, decrypt, sign emails v v v
Simultaneously usable email accounts 1 1 any number
Private/commercial use vV v/ X v
HTML emails v v v
~Plain-Text"“ emails v v v
Display of PGP/MIME emails v v v
Individual sending rules v X v
Decrypted saving of emails v X v
Automatic up-/download of keys v X v
Check on GnuPG updates v X v
Automatic homedir backup v X v
Period of support by email’ 45 days 2 no 3 1 year 4
Period of update 45 days 2 unlimited 1 year 4
Period of usability 45 days 2 unlimited unlimited
Supported email servers

Microsoft Exchange v X v
POP3 v v v
IMAP v v v
Outlook.com v v v
Hotmail.com v v v
Additional

Compatible with DATEYV installations v X v

! To contact support use the email address support.gpg4o@giepa.de . No telephone sup-
port is offered.

2 Extension of the test period is possible on request.
3 Support can only be used in exceptional cases. For more information see chapter 13.4.

4 Depending on the duration of product maintenance (1 year after purchase, afterwards
extensible by purchasing an extension of product maintenance: +1 year, +3 years or +5
years)

3.2 PGP/Inline and PGP/MIME

gpg4o can send/receive text and html emails as PGP/Inline. In addition, PGP/MIME emails
can be received and decrypted. It is also possible to verify PGP/MIME signed emails.
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3.3 What happens to the test version after the expiration date

You can only decrypt emails, that were received during the test period. After the test period,
emails that are signed/encrypted can no longer be sent. To extend the test period, contact
our support team.

3.4 What happens to the full version after the expiration of the product

When the support has expired, gpg4o can be used further. This means that you can further
send encrypted/signed emails and read encrypted/signed emails. However, you can no
longer install updates or contact support.

3.5 Duration of gpg4o Free

The free version of gpg4o is not limited to a time period and can always be updated to
the newest version. gpg4o Free functionality is limited. Furthermore, support can only be
granted in special cases.
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4 Installation of gpg4o

Hint: You can find the latest version of gpg4o at
https://www.giepa.de/products/gpg4o/downloads/?lang=en

You need local administrator rights for the installation. Please close the Microsoft Outlook
application before installing gpg4o so that the installation can be executed correctly. Then
double-click the file gpg4o_setup. exe .

GPG40 - GPG FOR OUTLOOK V3.5.34.6307

Setup Q@}

The setup program will guide you through the steps required to install gpgdeo on this computer,

Detected Qutlook version: Cutlook 2013 (32 Bit)

Installation folder
C:\Program Files\Giegerich und Partner GmbH\gpgdo - GPG for On Browse

CANCEL NEXT

In the start dialog you will be asked for the installation path. The default setting is usually
the right choice here. Confirm the installation path with NEXT .

By default, gpg4o is installed in this folder:

C:\Program Files (x86)\Giegerich und Partner GmbH\gpg4o - GPG for Outlook\
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GPG40 - GPG FOR OUTLOOK V3.5.34.6307

Setup

EULA - End-User License Agreement

of
Giegerich & Partner GmbH
Robert-Bosch-5trasse 18
63303 Dreieich, Germany

in the following called licenser.
Status: March 2014

51

Subject of the Agreement

- -

+" laccept the terms of the license agreement

CANCEL INSTALL

If you have decided to accept the End User License Agreement (prerequisite for installation),

click | accept the terms of the license agreement first, and then click INSTALL .

Version 6.0
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GPG40 - GPG FOR OUTLOOK V3.5.36.6336 - 0O x
Setup .@

Packaie Setui: iii40 - GPG for Qutlook 3.5.36.6336 (MSI)
Owerall P‘roiress:

CANCEL NEXT

After any missing system components have been downloaded and installed, gpg4o will be
installed.

The installation of gpg4o has been successfully completed, now start Microsoft Outlook to
start setting up gpg4o.
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5 First configuration

As soon as you start Microsoft Outlook after installing gpg4o, the Configuration Wizard will
appear to help you set up the initial setup.

5.1 Simple configuration

5.1.1 Start

On the first page of the wizard, you can change the application’s display language. Once
you have made the language setting, click on Start to start the configuration.

You can click the Cancel button to exit the wizard, however it will be called each time
Microsoft Outlook is started until it has been run through completely and an account is
configured to use gpg4o.

gpgdo - Configuration-Wizard @

Welcome

This wizard will guide you Thank you for installing gpgdo.
through the configuration of
gpgdo. This wizard helps you step-by-step to configure:

- The installation of GnuPG
- The selection of the path to GnuPG
- The key settings for each account (email address)

Start

ks @) Usedlangusge [Engish  ~
<= I

Cancel |

5.1.2 GnuPG

The GnuPG component is set up on this page, which performs the encryption and decryp-
tion of the data.
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gpg4o - Configuration-Wizard @

GnuPG

Flease enter the path to

GnuPG Runtime

Your gpg.exe or gpg2.exe.

" h ErEE Path to gpg.exe | gpg2.exe

you have no Gnu

Installation you can press

the button below, to .

download and install Installed version: &4 GnuPG not found.

GnuPG.
Available version: 1.4.19 Hy Download and install Gnu PG]
License

GnuPG is licensed under the terms of the GNU General Public License (GPL) which
guarantees your freedom to share and change Free Software.

See http://anu.orgAicenses./apl html
The source code can be found under hitp.//www.anupg.org/download

Backup

If you have previously created a backup of gpgdo you can
import it here and exit this wizard.

Cancel

View when no valid GnuPG installation was found.

If GnuPG is already installed on your computer, the path will be automatically entered and
highlighted in green. If an installed GnuPG was not found, the selection is highlighted in
red.

If you have not yet installed GnuPG, start the installation by clicking on the button
Download and install GnuPG .

Hint: Please make sure that the directory in which GnuPG is to be installed is
empty.

After successful installation, the path is automatically copied to the settings and you can
continue with the configuration.
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GnuPG
Flease enter the path to
your gpg.exe or gpg2.exe. GnuPG Runtime
Path to gpg.exe | gpg2.exe
If you have no GnuPG
Installation you can press C:\Program Files\GNUNGnuPG_1.4.19'gpg exe Search...
the button below, to . L
e e e Installed version: ~ 1.4.19 + Latestversion installed
GnuPG .
License

GnuPG is licensed under the terms of the GNU General Public License (GPL) which
guarantees your freedom to share and change Free Software.

See hitp.//anu.orglicenses/gpl html

The source code can be found under hitp.//www.anupg.org/download

If you have previously created a backup of gpgdo you can mport backup
import it here and exit this wizard. l

5.1.3 Email account

If multiple email accounts are set up in Microsoft Outlook, you can select the account for
which gpg4o is initially set up here. We recommend to select the email account that you
are mainly working with.

Hint: After completing the wizard, you can set up additional accounts for use
with gpg4o at any time.

If there is only one email account in Outlook, this page will be skipped and gpg4o will be
set up automatically for the existing account.

Email account

Please select the account feco

you want to configure for Lot Status
gpgdo. max.mustermann@test.gpgdo de Inactive
You can configure further john doe@test gpgdo de m
accounts in the settings of

gpgdo.
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Select the account with which you want to use gpg4o and then click on Continue > .

5.1.4 Key creation

The following dialog box appears for configuring the new keypair.

gpgdo - Configuration-Wizard @

New Keypair

Please fill the fields on the

right Your name John Doe
; S Your pesssssy
‘whith thls_ keypair you w_'lll be R e e
able to sign your outgoing
messages, receive and Confi
decrypt encrypted L hrase I I
Messages. ° e
s - |

Lower case §' Uppercase §/
Mumbers %' SpeciglChar

Total count |4

rEaires

I < Previous ] I Generate ] I Cancel ]

To create a new keypair, enter your name and a passphrase. The passphrase is required
regularly to decrypt and sign emails.

Attention: Remember the passphrase you entered, because without it no decryption
of your emails is possible!
Neither gpg4o nor Giegerich & Partner know your secret passphrase
and there is no way to recover a forgotten passphrase!

After you have filled in all required fields, click on Generate and your new keypair will be
created.

5.1.5 Summary

Now that you have created a keypair, the summary of your institution will appear.
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gpg4o - Configuration-Wizard @

Congratulations!

If you don't want to send a

ol T e g Your account was successfully configured for gpgdo.

GnuPG-Version: 1.4.19
Email Account: max.mustermann&test.gpgdo.de

Used keypair: 4DFO1AFS

V| Send testmail

g | < Previous | [ Finish l | Cancel |
_-

If you leave this checkbox unchecked in Send testmail , you will automatically receive an
encrypted test message to check the configuration of gpg4o.

Click Finish to complete the setup. In Chapter 6 the first steps of using gpg4o are ex-
plained.

5.2 Advanced configuration

This chapter provides more detailed information about the advanced configuration wizard
options. As a first-time user, you can skip this chapter and start directly with Chapter 6.

5.2.1 GnuPG

On this page, in addition to the installation of GhuPG, you have the possibility to import a
backup. This is useful for restoring a previous configuration of gpg4o and the keys after
reinstalling the operating system or changing computers.

For information on creating a data backup, see chapter 11.8.1.

5.2.2 Key creation

In the mask for key creation, you can see additional settings via the button Advanced settings .
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gpgdo - Mew key 5
MName Max Mustermann
E-mail address max.mustermann @gpgdo.de

Enter @ passphrase sesssssnes

Repeat passphrase | sssssssnne

ey [

Lowercase %' Uppercase ' Totalcount &9

MNumbers % SpeciglChar W

Advanced settings
Key algorithm | RSA / RSA vl Key length
Set expiration date | Thursday | September 21, 2017 [El-

[7] Create a revocation certificate g
CiUsers‘\max mustermann.Documerts
[T] Expert your keypair

CAlUsers'max mustermann’.Documents

(& Advanced settings [ Generate ][ Cancel ]

Here you have the opportunity to influence the algorithms and the length of the key. The
standard setting is already providing a high level of safety however.

You can also specify an expiration date for the key. After this point in time, the key can no
longer be used to sign or encrypt messages; decryption remains unaffected.

It is also possible to create a revocation certificate, which is important in case you forget
the passphrase, lose access to the keypair (data loss) or if it falls into the hands of another
person.

Attention: Please keep this certificate particularly well protected, as no passphrase
is necessary for importing the certificate.
Thus, any person in possession of this certificate can permanently and
irrevocably make the keypair unusable!

For more information on revocation certificates, see chapter 8.12.

Finally, you have the possibility to export the keypair. This data backup should be kept in a
very secure manner. Note also that the exported keypair can only be used with the passport
phrase that was entered during creation.
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6 First steps with gpg4o
6.1 Overview

After successful installation of gpg4o you will see a new tab gpg4o - GPG for Outlook in

Microsoft Outlook. There, you will find the settings of gpg4o, the sending rules, the key
management and the gpg4o help.

_r||j 5 Inbox - max.mustermann@test.gpgda.de - Outlook ?H - 0O X
HOME SEMD / RECEIVE FOLDER VIEW gpgdo - GPG for Outlook

% % N ©

Settings Sending Key gpgdo-
rules  management Help -

o gpgdo ~
Search Current Mailbox (Ctrl... 0 | Current Mailbox + £2 Reply G2 Reply All 53 Forward
d Al Unread By Date ~  Mewest 4 Mor 3B AT R AN
4 max.mustermann@test.gpg4o.de o -
4 Today Max Mustermann
[ Inbox 2
P ! Max Mustermann b Conrin o bl
rafts Encrypted testmail 9:58 AM { gpgdo - Decryped email ™y

Sent Items ————— BEGIM PGP MESSAGE-———

The email has ~ +

Deleted ftems I Last Week been decrypted +

Junk Email
[ Two Weeks Ago .
fceris Congratulations!
Outbox There are more items in this folder on the server
RSS Feeds Click here to view more on Microsoft Exchange The testma!l has been decrypted successfully.
Tk gpg4o Version 5.2.18.8718

Search Folders - 4
The next steps for secure communication are

Import the public key of your discussion partners, so that you
I gpgdoTemp.pst can write encrypted emails to them.

m

I John Doe Receive encrypted emails
Send your public key to your discussion partners, so that they
can write encrypted emails to you.

If you need help

If you have questions or encounter problems while using
gpg4o, which can not be solved with the manual or the FAQ,
our Support-Team will be glad to assist you.

Please visit us on our Supportpage.

With lrind ranarde

=

= om s [ e @ see more about Max Mustermann. | ~

ALL FOLDERS ARE UPTO DATE.  COMNECTED TO: MICROSOFT EXCHANGE | ]

If the email preview is enabled in Outlook, the encrypted or decrypted email is displayed in
this area. This preview area is extended by gpg4o with an area for additional information
and actions.

Detailed information about decryption and signatures are displayed on the left side of the
preview. The text box is colored green if the decryption/signature check was successful.

Depending on the email message displayed, the following buttons/symbols may appear on
the right-hand side:

Disk
Decrypts the displayed email permanently.
Printers
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Prints the decrypted email displayed.

Lock

Email is displayed in encrypted form / Passphrase will not be cached.
More information on the symbols can be found from chapter 7.5.1.

6.2 Read and write encrypted emails

To send an encrypted or signed email, create a new email. The now opened window gpg4o
displays a bar on top of it with the ,,Sending Options* for this email.

=E H 9 E encrypted to me - Message (HTML) ?PTEH - O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW gpgdo - GPG for Outlock

SRR H .3\‘.'«@ [”J b Q > Follow Up - q

B _ ' HighImportance
I u W, A E== &= Address Check  Attach Attach Signature Zoom | Appsfo

Calibri (Boc- |11 =| A” A7 ¢

Paste
. ¥ Format Painter h Book Mames  File Item- - ¥ Low Importance Office
Clipboard [F] Basic Text ) MNames Include Tags ' Zoom Add-ins
[] Activate automatic options Attach my public key A
Sending Options [V Encrypt '] Iy Sign I [v Allow HTML I ? All keys available v Max Mustermann <max.mustermann@test.gpgdo.de>
From ~ max.mustermann@test.gpgdo.de

To... John Doe
Send

Cr...

Bec..,

Subject encrypted to me

Hello John,
Best regards

Max Mustermann

6 See more about John Doe. D S

With the buttons Encrypt and Sign in the bar you can specify for this email whether it
should be sent encrypted and/or signed.

With the button Allow HTML you specify whether the email should be sent in ,,HTML* or
»1ext” format.

With the button Attach my public key you can send your public key to the recipient. (See
chapter 1.4)

Write an email to yourself, activate the encryption via the Encrypt button and send the
email. If you have also activated the option Sign , you will be asked for the passphrase
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shortly before sending the email.

Once the email has arrived, you can read it in Outlook preview or open it by double-clicking
it. If you have sent the email without the option Sign , you will now be prompted to enter
your passphrase to perform the decryption. Once you have sent the signed email, your
passphrase is still in the computer’s working memory, so that you do not have to enter it
again.

Attention: When displaying certain emails gpg4o will display a non-disableable
warning, highlighting the issues of the integrity of that email. During may
2018 a security breach named ,Efail“ was published, which describes
how a attacker can, under certain circumstances, modify a non-MDC en-
crypted email (Modification Detection Code) to guess parts of your private
key. gpg4o can detect these emails and prevents this by removing the po-
tencially changed parts of an email. In doing so, an attacker can no longer
guess your private key by redirecting such emails.

6.3 Encrypt and sign

When you encrypt an email, only the person holding the key can read it. This also applies
to the email attachments.

Hint: Please note that the encryption of emails does not involve anonymization,
but only makes the content unreadable to third parties. If someone gains
access to your email, they can still see who you are communicating with.

When you sign an email, a checksum is calculated from your text and any attachments that
may be present and embedded in the email. This allows the recipient to use gpg4o or a
similar program to check whether the text of the email was changed during transmission or
not.
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7 Utilizing gpg4o

After having configured gpg4o and after having generated corresponding keypairs for your
email accounts you will now have to send your public key to your communication partners.
A keypair consists of two keys: One private-key and one public-key. When generating the
keypair you were asked to enter a passphrase for the keypair.

Attention: Never give your passphrase or your private key to another person! Any
person coming into possession of your private key will be able to decrypt
your emails and to sign new messages with your name.

You should keep the passphrase as safe as your other passwords and
never tell it to anyone else.

The following brief example shows the general application of gpg4o:

Person A wants to make encrypted communication with person B. He therefore sends an
email with his public key to person B and asks for his public key. This key exchange has to
be done once for every contact partner.

Person B is now in possession of person A’s public key and is therefore immediately able to
send an encrypted answer. Person B will now answer the demand, attaching his public key
and encrypting the answer with person A’s public key.

Person A then receives person B’s encrypted email and decrypts said email with his own
private key. Person A imports person B’s public key and is now also able to encrypt to person
B.

Hint: In order to be able to still read the emails sent by yourself, your own public
key is always utilized to encrypt emails.

7.1 Sending public keys

In order to permit sending you encrypted emails you will have to distribute your public key to
those persons which whom you intend to write encrypted messages in the future.

For this purpose generate a new email and click the button Attach my public key . In doing
s0, your public key will be enclosed with this email as attachment. If desired, place a check-
mark in the button Sign in order to digitally sign your email. If your communication partner
has already imported your public key it is not necessary to send the key another time.
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BEH®G 5 Request foe your public key - Message (HTML) ? B - 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEWY gpgdo - GPG for Outlook
o Calibri Body) - |11 ~| A A" [zl &% [ AttachFile [* Follow Up ~
s e 2 Y@
B I U :=~-:=~ £ 3= % Attach Item ~ I High Importance
Paste " — Address Check Zoom
- L AR W i Book MNames [# signature - & Low Importance
Clipboard = Basic Text P Names Include Tags w Zoom Apps ~
Automatic options: default options Attach my public key 'y
Send Options | €3 Dontencopt =] (€3 Sign | | @ Allow HTML + JohnDos <john.doe@test gpado.de>

From ~ john.doe@test.gpgdo.de

Tau. Max Mustermann;
Send
Cc.
Bee.
Subject Request foe your public key

Dear Mister Mustermann
Please send me your public key, so that we can exchange emails encrypted in the future.
Best regards

John Doe

@ 5ee more about Max Mustermann, -

Please keep in mind that when directly sending emails, the standard options you have cho-
sen will be utilized unless you have defined sending rules (see chapter 10).

Hint: Pay attention whenever you are sending emails wether they should be
encrypted or not.

The public key can be imported by all current encryption tools, which support the OpenPGP-
standard. It only contains the public part of the keypair, not the private one.

7.2 Importing public keys
If your communication partner sends you a key as an attachment of an email gpg4o now
offers you to import this key, as soon as you read this email. (see chapter 11.4.4)

If the dialog is not shown you still are able to import the key by right clicking the attachment
and select the entry Import key into gpg4o in the appearing context menu.
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53 Reply [ Reply All £ Forward

Thu 9/24/2015 9:25 AM
John Doe

New project

gpg4o - Decrypted and signed email

The email has been decrypted successfully. - E:q — _D_
The message text has not been changed. 57 . .-:1 \" ==\"
vl Message ™\ project.pdf (1.83 MB) 30083645005 i 12 KB)
o - Preview
The email has been decrypted successfully. The message text has not been changed. The Open
<john.doe@test gpgdo.dex. e

Dear Mr.Mustermann Save all attachments...

g & B

Import key into gpgdo

The new prototype of a perpetuum mobile you showed us was impressive.
We want to inform you that the way you did it has no patent yet.

Alternatively, you have the possibility in the key management to import the key from a key-
server (see chapter 8.11).

As soon as you have imported the public key, you can send encrypted messages to this
person and also verify signatures of his emails. This exchange of the public key must be
made once with every communication partner with whom you intend to exchange encrypted
or signed emails.

7.3 Sending encrypted and/or sighed messages

You can now send encrypted and/or signed emails. In order to guarantee the best possi-
ble compatibility with all current email programs you should write your emails in Plain-Text
format. Of course, you also have the possibility of sending emails in HTML format. A cor-
responding selection possibility will appear as soon as you choose the option Encrypt or

Sign .

gpgdo - Question

Sending of encrypted HTML emails is not compatible 0
with every email client. The recipient of the message
may only be able to see the HTML formatting and images as attachments.

Convert email to plaintext (Al HTML formatting and images will be lost)

@) Keep HTML email format

[] Don't ask me again.

If you want to define your selection as default you will have to enable the checkmark
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Don’t ask me again .

Hint: In the account settings (see chapter 11.3) you can reset this option.

If you write an email, the gpg4o sending options will be displayed to you under the menu
ribbon.

B Hd® = Mew project - Message (HTML) ? H - O X
MESSAGE ~ INSERT ~ OPTIONS ~ FORMATTEXT ~ REVIEW  gpgdo - GPG for Outlook
[a .}5} “JJ Iy 'a ™ Follow Up -
@ - = ! High Importance

Paste Address Check  Attach Attach Signature
" Book MNames File Item~ - & LowImportance

Clipboard F) Basic Text Names Include Tags . Zoom Add-ins -~

Automatic options: Rules <John> Attach my public key -
Sending Options {v Encrypt '] l" Sign I l"’ Allow HTML] ? All keys available & Max <max.mustermann@test.gpgdo.de>
From = max.mustermann@test.gpgdo.de

=1

To.. John Doe; |
Send

iGeE

Bee,

Subject New project

o See more about John Doe. D ~

Here, you can define whether your emails shall be encrypted and/or signed and whether your public
key shall be attached to the email.

Before sending an email, press the button Sign , if you want to send it signed, or Encrypt ,
if you want to send it encrypted. If you press both buttons, your email will be sent encrypted
and signed.

Please also pay attention to the status Encrypt (only attachments) , which is selected by

pressing the button Encrypt again. This status can also be combined with Sign , in this
case, however, the message will only be signed while the attachments will be encrypted and
signed.

Furthermore, the sending options will show you whether you have all required public keys for
the recipients of the email. However, this will only be done if the sending options Encrypt

or Encrypt (only attachments) are active.

If all public keys for the entered recipients are available, this will be symbolized by a green
key in the sending options bar. If you do not have all public keys this will be shown to you by
a red key.

If you have entered a keyserver in the setting ,,Autoimport® (see chapter 11.6.2), the miss-
ing keys will be searched for on the indicated server and will be imported automatically into
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your keyring.

After having written the message completely and having selected the sending options, click
Send as usual. If there are problems when sending the email (like unusable keys) you will
be notified by gpg4o.

gpgdo - Enter passphrase

Flease enter your passphrase

| Bemember my passphrase for 0 minutes

(0 = Means caching passphrase until Outlock gets
closed)

| oK || Cancel |

If you have selected the message to be sent signed you will now be asked to enter your
passphrase. For this purpose please use the passphrase which you have selected for your
key during the configuration of gpg4o.

Hint: For all actions requiring the utilization of your private key you will be asked
for your passphrase. If you permit gpg4o to remember the passphrase
you will only be asked for it again if the indicated period of time has
elapsed since the last utilization of the private key.

Actions requiring the private key are as follows:

Signing messages, attachments or keys
Decrypting of messages and attachments
Generating revocation certificates
Modification of the passphrase

Adding Identities

Setting the primary ldentity

7.3.1 Manual assignment of keys

While composing an encrypted email it will be shown, if there is an appropriate key available
for every recipient. If there is an autoimport-keyserver configured, it will be used to search
for missing keys and if a suitable key was found, it will be imported automatically.

If no appropriate key was found, neither in your keyring nor the keyserver, this will be shown
with a red key in the sending options panel. If this key is green, then the appropriate key for
every recipient could be determined.

[] Activate automatic options

Send Options |'\,- Encrypt '] [U Sign | |'\,- Allow HTML | ? 2 key(s) missing/ambiguous
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With a click on the key symbol or on the text alongside the symbol, the key selection dia-
log will be opened. Here you are now able to assign a specific key to a specific recipient
manually.

S OBIE e e e e | For g crypted el you e the puol ey of e ecipnt

Have ambiguous public key(s) for one or more recipients.

State Recipient Email address Public key
Ambiguous John Doe john.doe@test gpg4o.de Please choose a public key! -

Public keys that match the email address. found in key ring
Key: D4C42B8E John <john.doe@test gpgdo.de>
Key: DD5E6363 JohnDoe <1Mgug4o_
Alts h or imp
Search for a public key on a key server...
Import public key fromfile ...
Import public key from clipboard ...

Here the background of the email addresses is colored according to the following system:

e Green: An appropriate key is available
e Yellow: There are at least two appropriate keys available
e Red: No appropriate key available

Now you can assign one or more keys to the different email addresses.

While sending an encrypted email to a list of contacts, you can either give the entire list a
key or just set the keys individuals manually.

e eSS = eyt e, you s hepuic oo e e

State Recipient Email address Public key
Key: DD5EG363 JohnDoe <john.doe@testgpgdo.de> -
Key: 4DF01AF9 max <maxmustermann@test gpgdo.de>

Key: 40862051 Max <Max Mustermann@giepa.de>

If each email address has been given a key and none of the lines are marked red or yellow,

you can close the Dialog by clicking the button OK . The email can now be encrypted and
sent.
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7.3.2 Virtual accounts

Send Options |+ Encopt = | (€3 Sign | [+ Allow HTML

From - John.doe@giepa.de

Send

gpogdotest

John.doe@giepa.de x

Test@examble.com )‘:

Other E-mail Address...

While composing a new email you can select from which account you want to send your
email, by clicking on the From button. For every email address listed there, gpg4o will
create a virtual account. This virtual account can be configured in your settings by opening
the account management. (see chapter 11.3) Therefore you are able to use gpg4o for every
single virtual account.

An accounts email address cannot be used for the registration of the license.

Hint: If an email address is deleted inside the From field, the corresponding
virtual account will be deleted.

7.4 Receiving encrypted and/or signed messages

If you receive an encrypted and/or signed email another pane will be shown below the
reading pane. Here, you can now read the emails decrypted or without signature blocks.
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Bk 5 = Inbox - max.mustermann@test.gpgdo.de - Qutlook P E - 0O X
HOME SEMND / RECEIVE FOLDER VIEW gpgéo - GPG for Outlook
= !,_|,:| e Ignare X [ E_,] (3 B2 Meeting U Move to: 7 S To Mansger YiMover | [ Unread/Read  [Search People
N .I'\T 75 Clean Up ~ Del Reoly R Ie v -)d E3 Team Email v Done ‘g Rules = HA Categorize [ Address Book
ew  New elete  Reply Reply Forwar - o - ) .
Ermail Tterms - a&Junkv Al ) More E2 Reply & Delete ¥ Create New = _)rm OneNote [ Follow Up~ V Filter Email -
New Delete Respond Quick Steps ] Move Tags Find A
< —
b Favarites Search Current Mailbox (Ct.. O | Current Mailbox = 5 Reply 6‘.‘(-1 Reply All (4 Forward
Al Unread ByDate *  Newest | Thu 6/24/2015 9:25 AM
4 max.mustermann@test.gpgdo.de 4 Today John Doe
PITITT ' John Doe B New project
Drafts MNew project 9:25 AM o M Must ~
[ o Max Mustermann
Sent Iterns | ——BEGIN PGP MESSAGE-——
Deleted Items 1 John Doe ] gpgdo - Decrypted and signed email
Junk Email Request foe your public key 8:39 AM = T = 2 N = &
aar Mister Muster e email has been decrypt - — 4
Ieenze Dear Mister Mustermann BT i Eﬁ ._p:‘ 9 7
Outbox I Yesterday L+ Messagze ™" project pdf (1.23 MB)
RSS Feeds v are more e in this folder o the server 1 || 300836ASDDSEGEI_john. doe@test gpado.de.asc (3.12 KB)
Search Folders S

Click here to view more on Microsoft Exchange

The email has been decrypted successfully. The message text has not been

I gpg4oTemp.pst changed. The email has been signed by JohnDoe <john.doe@test gpgdo.dex=.

Dear Mr.Mustermann

The new prototype of a perpetuum mobile you showed us was impressive.
‘We want to inform you that the way you did it has no patent yet.

EFE s g e @ 5ee more about John Doe. D ~

ALL FOLDERS ARE UP TO DATE, CONNECTED TO: MICROSOFT EXCHANGE [l

1. Decrypted attachment and public key of Mr. Doe
2. Actions and decryption status

Save email decrypted

Print preview

Signed

Encrypted / Forget cached passphrase

The symbols signalize whether the email was received as encrypted or signed email. Here,
certain actions (see 2) are at your disposal. For example, you may save the message
permanently decrypted or open the print preview of the decrypted message (see chapter
7.5). For this purpose simply click the corresponding symbol.

7.5 Working with decrypted emails

7.5.1 Save permanently decrypted

For simpler archiving gpg4o also offers the possibility to save messages with permanent
decryption.

ave email decrypted
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For this purpose click the symbol Save email decrypted in the reading pane of gpg4o.

Attention: If the email is located in a synchronized folder the message will become
also readable on the server. You should therefore utilize this function with
appropriate caution.

Hint: Please note that this functionality is not available in gpg4o Free.

7.5.2 Printing encrypted messages

For printing an encrypted message, said message has to be decrypted before (see chapter
7.4).

Having done that you have two possibilities of printing your decrypted message. If you
have activated the reading pane of Outlook you can print the email by clicking the symbol
Print preview in the preview.

i | - (]
i = Pl —
1) 1 ) =)

Show print preview I

Otherwise you can also open the email by double-click and print it there as usual with the
button combination Ctrl + P or by clicking File and then Print .

Hint: In the test version printing of encrypted messages is not possible via the
button shown above.

7.5.3 Show encrypted

The email is displayed in an encrypted state, as if no passphrase had been entered for
decryption. In addition, the passphrase currently in memory is removed, so that it must be

re-entered for further decryption.
I . — *!
I T “ =
'.-'.-'i ‘_H':'_r

7.6 Encryption status of an email

The colored box to the left of the action icons displays information about the validity of the
signature and the decryption status.

Four colors are used to quickly capture the status:

e Green means that the email was decrypted correctly. If the email has been signed,
this color indicates that the message and any attachments have not been modified
during transmission.
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e Turquoise means that the signing key is unknown or the key has not yet been con-
firmed/signed. (see chapter 8.10.4)

¢ Red means that the email could not be decrypted or that the message or its attach-
ments were changed during transmission.

¢ Yellow means that the sender address does not exist in the identities of the key.

To determine the status of the signature, gpg4o not only checks whether the message has
been changed, but also whether the sender of the email matches the signing key. This
verification is performed using the sender’s email address and the identities in the signing
key.

Hint: The settings allow you to set the encryption status for the different areas.
For more information, see chapter 11.1.2

7.7 Import of an unknown key

The ID of a key is shown if no matching key is found in the key ring while checking a signed
email. The key will be searched for on all known gpg4o known keyservers, that have the HKP
or HKPS protocol, after clicking the shown ID. You can find out how to edit the keys/server
list in chapter 11.6.

The key ID will only be shown if the encryption status for the email preview of gpg4o has
been activated (see chapter 11.1.2).

7.8 Send and receive encrypted attachments

As soon as you send an encrypted email containing an attachment gpg4o will do the rest
for you quite automatically. You can attach files to your emails as normal without having to
worry about the details. As soon as the check mark is placed with Encrypt all attachments
will be encrypted as well in addition to the text of the email.

If you have received an encrypted email with attachment you can either save the en-
crypted attachment or open it directly. For this purpose the context menu (Click right

mouse button on the attachment) offers you the options Preview , Open, Save as... and
Save all attachments... .
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£ Reply 52 Reply All £ Forward
Thu 9/24/2015 9:25 AM

John Doe

New project

To  Max Mustermann

gpg4do - Decrypted and signed email

The email has been decrypted successfully. - M o e [
The message text has not been changed. - En N [ 7] 'E::,J
ol Messaze ™ project pdf (1.85 MB) ] J0DE36AEDD5EEIEI_john. doe@test gpodo.de.asc (3.12 KB)
Preview -
The email has | __, =ssage text has not been changed. The email has been signed by JohnDoe

<john.doe@tes '~ Open

Bl Saveas.

Dear Mr.Mustermanrj Q; Save all attachments...

The new prototype of a perpetuum mobile you showed us was impressive.
We want to inform you that the way you did it has no patent yet.

Alternatively, you may also save the attachment in a folder using drag and drop.

With the option Preview or with a simple click on the attachment it will be shown in the

display as you know it from Microsoft Outlook.

7.9 Reply/Forward emails in Outlook 2013 onwards

If you want to answer or forward an encrypted email in Microsoft Outlook 2013 (or later), the
answer to be written will not open in a window of its own by default. Thus, there will not be
all functions of gpg4o at your disposal. In order to be able to make use of all functions the
email has to get a window of its own. If this occurs gpg4o will point it out to you.

P

gpgdo - Reply on OpenPGP messages

since Outlook 2013 this is only possible by opening & new window.

[] Do not remind me again

Your tried to reply on or forward an OpenPGP message. Due to program restrictions

-

(=]

OK

If you do not want to be informed of this fact again place the check mark with

Do not remind me again . Via the button OK you continue the action.
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7.10 Hide send options

= = Untitled - Message (HTML) ? B - O %
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW gpgdo - GPG for Qutlook
= [ AttachFile > Follow Up -
EE P
U7 AttachItem~ 1 Highl
Pacte Names Attach Item ! High Importance
. - [# signature~ d Low Importance
Clipboard = Basic Text Include Tags m Zoom Apps A
Automatic options: default options Attach my public key ry
Send Options |3 Dontencypt ~| €3 Sign | | € Allow HTML €3 JohnDoe <john.doe@testgpodo.des [T
From = john.doe@test.gpgdo.de
1=1
To..
Send
..
Bee
Subject

In order to put more space at your disposal for the email editor you can fold up the sending
options or hide them completely.

If gpg4o is enabled for utilization with an account you can fold up the sending options via
the button with the arrow in the right upper corner of the sending options bar and also fold it
down again.

The sending options remember the last state so that when creating another email they will
be displayed to you in the same way as before.

If the account is not configured for utilization with gpg4o a button will be shown instead of
the arrow with an X . If you click on it the sending options will not be shown any longer in
the future in case of inactive accounts.

You can undo this in the settings on the page ,,View* (see chapter 11.1.3).
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8 Key Management

With the key management of gpg4o you can manage the keys generated or imported by
you. You can also look at all key details, generate new keys, revoke old keys, delete and
much more.

8.1 General information regarding keys

As we often use some OpenPGP-specific terms we would first of all like to give you a brief
explanation of those terms.

Every ,,Keypair“ consists of a private and a public key. The public key is calculated from the
private key, inversely, however, this is not possible. That is why you as a key owner always
own the public and the private key, your communication partners, however, only have your
public key.

Your communication partners encrypt messages to you with your public key. You then de-
crypt them again with the private key. For signatures the principle is exactly the other way
around. You sign a message with your private key, the recipient checks the signature with
your public key.

In addition, every key comprises one ,,Primary key“ and an optional number of ,,.Sub-
keys“. If you generate a key with gpg4o one subkey will always be generated as well,
other OpenPGP applications, however, can generate a much greater number of subkeys.
In gpg4o they will only be indicated for the sake of completeness, for you as a user, they
actually have hardly any importance.

Furthermore, a key is provided with one or more ,,User-IDs*“ which corresponds to a de-
scription of the key which can be read by human beings. Such a User-ID usually consists
of the owner’s complete name and his email address. As one key may have more than one
User-IDs it can also be utilized for more than one email address.

8.2 Overview

In order to open the key management of gpg4o please click gpg4o - GPG for Outlook in
the menu ribbon of Microsoft Outlook and then Key management .
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FILE HOME SEMD / RECEIVE FOLDER VIEW gpgdo - GPG for Outlook

Start Keyserver Revocation certificate Wiew
Keyserver: |hkpiipool sks-keyservers net: 11371 - % gz’
Publish key Import key
Commeon

Search key in your local keyring... (Citd + F)

User-D Email address Expiration date Status
T* JohnDioe gohn doe @giepa.de john doe@giepa de Mewer
™, ! Max <max mustermann @test gpgdo de> max mustermann @test gpgdo de Mewver w ﬂ\i Q e
- Support gpgdo <support.gpgdo Egiepa dex suppart.gpgdo@giepa.de Mewer !’3 ﬂ“ﬁ Q y
Search on keyserver... (Cid + Shift + F) Search on keyserver l [Htpﬂpod,simkeﬁamndﬂ 137 VI | Search results

User-ID Email address Expiration date Status

No search has been started yet or the search is not finished

3 key(s) in keyring | 0 key(s) on keyserver

In the overview you can see all the keys which are contained in your keyring. Here, your
own keys as well as imported keys will be displayed to you.

Most actions can be performed in several ways. The two most important methods for per-
forming an action are the menu ribbon in the upper section of the key management and the
context menu which you get to when clicking the right mouse button on the selected key(s).

Furthermore, many actions can also be applied simultaneously for more than one keys. To
this end simply select several keys with the button and select or deselect further keys.
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8.3 Modifying view

Start Keyserver Revaocation certificate Wiew
User-1D Fingerprint
) Creation date
Email address Key-10 (long) o
Expiration date
Key-1D Key length
Details

In the menu ribbon of the key management you can set via which columns you want
to show or hide, respectively.

Moreover, the columns can be sorted. If you want to sort the view by means of a column,
simply click the column title. Every further click on the same column reverses the sorting.

8.4 Filtering keys

Start Keyserver Revocation certificate Wiew
OO B B =& 3 2
(7] ot
Mew Delete Impnrt' E::q:mrtv Shﬂ_w Enzble  Disable Send_as
ey key key key details key key email
Commen Advanced

Search key in your local keyring... (Ctd + F)

User-ID Email address Key-ID Status

JohnDoe <john doe@giepa.de> john doe @giepa de 46456B0C

™, x Max <max. mustermann @test gpgdo de max¢.mustermann @test gpgdo.de D7B1ASRE

- Support gpado <support gpado Egiepa des support.gpgdo@giepa.de BF1AASES

Search on keyserver.. (Ctd + Shift + F) Search on keyserver ] [H‘pﬁpodmkepamnd_:‘lﬂ?' - \®) Search results

User-ID Email address Key-ID Status

No search has been started yet or the search is not finished

3 key(s) in keyring | 0 key(s) on keyserver

In addition, you have the possibility of filtering the view. For this purpose enter a search
term into the field ,,Search key in you local keyring...“ in order to show only suitable keys.
Such a search term may be an email address or a name for example or only a part of it.
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8.5 Generating new keys

In order to generate another keypair, please click the option New key in the menu ribbon

Start . In the dialog appearing then please enter the required data as you have already
done when configuring gpg4o.

gpgde - New key ==
Mame JohnDoe
E-mail address john.dos@giepa.de

Enter a passphrase ssssssssss

Repeat passphrase |sessssnsns|

ey [

Lower case § Uppercase &' Total count ¥§

Mumbers 5 SpecialChar

& Advanced settings [ Generate ]I Cancel I

If you want to set further options such as the expire date for the new key, please click
Advanced settings . As soon as you have entered all required data, click Generate .

Hint: The generation of the keypair may take a little time.

8.6 Deleting keys

In order to delete a key you have to select it and choose the option Delete key in the menu
ribbon Start . Alternatively, you can press the key Del .

Attention: Please mind that the deletion of a key is irreversible. However, you can
import a key again which you have exported before.

Hint: If you delete a keypair, the private as well as the public key will be deleted.
If the keypair to be deleted is stored in the gpg4o settings of an account
this setting becomes invalid. In this case gpg4o will open the settings
dialog after deletion in order to permit you the selection of another key-
pair.

8.7 Enabling/Disabling keys

If you disable a key it will not be used for encrypting any longer. This makes sense, if you
have more than one public key for the same email address of one contact if, however, you
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only utilize one of the public keys for encrypting. All further actions will remain unaffected.

For disabling one or several keys you select them and click in the menu ribbon on the button
Disable key . Contrarily, you can enable those keys again which you have disabled before

by means of the button Enable key .

Hint: If the keypair to be disabled is stored in the gpg4o settings for one ac-
count this setting will become invalid. In this case gpg4o will open the
settings dialog after disabling in order to let you select another keypair.

8.8 Exporting keys
Apart from the sending of your own public key (see chapter 7.1) you can export your own
keys or those of your contacts, respectively, here in the key management, too.

Choose the key(s) you want to export and click on Export key in the menu. You can export
the key(s) into the file system or into the clipboard.

= gpgdo - Key management v5.0
Start Keyserver Revocation certificate Wiew
..--—--\ e o1 1 = » 1
LT G I S I ) 5= >

\.
Mew  Delete Impart - Export ~ Show ]

5@
key key key key details key email
—ommen Export key to file... cEnees

Export key to clipboard

| Search key in your local keyring.

An export into the file system is logical if you want to transfer the key(s) to another computer
or onto your smartphone.

You will be asked where you want to save the key if you have selected Export key to file... .
As soon as you have selected a folder where the key should be saved, please click on OK .

Copying to clipboard is useful if you want to use the key(s) in a different program,
website, or in a blog post without having to use a separate file. If you have selected
Export key to clipboard , the keys are copied to the Windows clipboard and you can paste

the keys into any textfield by pressing Cirl - V .

If one of the selected keys is a keypair (you own the private key), you will be asked whether
you only want to export the public key or the private key. This selection is applied to all
keypairs of the selection.

Attention:  You should never give your private key to anyone else. Use this function
only as a data backup or to transport your keypair to another computer.

Tip: You can also export keys to the file system or to an email using drag and
drop.
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8.9 Importing keys

You can also import a key into the key management. To do this, click on the button
Import key in the menu and choose the option Import key from file... or

Import key from clipboard .

o

gpgdeo - Key management v5.0

Start Keyserver Revocation certificate Wiew
oy P = 1 ol |
OO E = 1 i
=& L LT ' “a
Mew  Delete Imiport . Export . Show Disgble  Send as
ey key key ey details key email

:1 Import key from file...

Search key in ;.--:-ur| Import key from clipboard

Public keys can be published on websites in text form. To import these keys into your own
key ring, highlight the text and copy it with Ctrl - C . Afterwards, you can easily import the
key with Import key from clipboard and use it.

If you have selected Import key from file... , a dialog will appear in which you can choose a
key file to import. The selected key will be imported when you click OK .

Tip: You can also import keys from the file system per drag and drop.

If one of the keys to be imported was issued for an email address for which you have already
imported a key, you will be asked again as a precaution whether you want to disable the
already existing key before importing the new one.

o

gpgio £3

"-.I gpgde has found other keys, which contain the ernail addresses of the
¥ key(s) which will be imported. This can lead to some unwanted
behavicur.

Do you want to disable the existing keys, so only the newly imported
key gets used?

ves || ho

If the same key is concerned you do not need to have any more worries as differences
between the keys will be automatically consolidated.

Afterwards, a summary will appear of the keys to be imported containing all necessary
information.
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| gpglo - Key details (FBACE953 46456B0C) =
Summary Summa ry
Fublic . .
Private and public key
Crnwner Trust
Primary User-ID JohnDoe <john doe@giepa de>
Key-1D 4BAREBOC
: Key-ID (long)  FBACES53 46456B0C
Key validity Complete trust
Owner trust Complete trust
Fingerprint 1BFO 8EGE 6F03 AABD 135C 7ED1 FBAL £953 4645 6BOC
FBACES5346456  auy Remaove Flrom Selection } Algorithm / Curve Creation date Expiration date Finge:
AESSABFEDVET rmEryrey———rorrodC. R5A/4096 9/21/2016 never 1BFD 4
Subkey S47EEFDE  RSA/4096 9/21/2016 never BEDF
L | 14 [
Additional User-ID Owner trust
“none:

[ OK ]| — |

Here, you can still exclude individual keys from being imported if necessary by clicking the
right mouse button on the key to be excluded and by clicking Remove From Selection . You
can also determine the owner trust for the key to be imported (see chapter 8.10.6). For this
purpose click the menu item Owner Trust first and select the new owner trust for the keys
there.

Attention: Please make sure that the key to be imported comes from the person
specified as key owner. Get into contact with that person and ask for the
fingerprint of that key to be absolutely certain. Please also read chapter
8.10.4 for more information.

In order to finish the import of the key(s), click Finish .

After importing you will be able to confirm the identities. Others will thus be able to determine
that you confirmed the affilation of that key to the specified person. For more information,
read chapter 8.10.4.

8.10 Key Details

In order to look at one or more keys in detail, you can click Show details in the menu ribbon

Start or you press the right mouse button on the selected key(s) and click Details... in the
context menu.
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Start

Flaomy P
N~
Mew Delete

key key

Keyserver

gpgdo - Key management v5.0

Revocation certificate View
ol | ol
By, B 5
|n'|:-:-rt1r E:f.|:-:-rt1r Dizzble Send as
key key details ey email
Commeaon Advanced

| Search key in your local keyring... (Ctd + F)

The key details have been subdivided into several sections, which are listed on the left side
in the menu. The section ,,Private® is only visible for keypairs. In order to change to another
section simply click the name of the section.

8.10.1 Summary

On the summary page, you can see the most important information with regard to the se-
lected key. The ,,Key-ID* and the ,,Fingerprint® identify the key, the Key-ID being a short
form of the fingerprint. The fingerprint should be synchronized during the exchange of the
keys, best by telephone (see chapter 8.10.4).

2 qpgda - Key details (30F9EBZ1 2C0DE4DM) ==
Summary Summa ry
Private . .
_ Frivate and public key
Ewpire Date
|dentitiez/Signing Frimary UserD' JohnDoe <johndost@gispa.des
Public FegD 20006400
Bwwner Trust F.ey1D [lang) 30FSEB21 2C0DE4D0
F.ey v alidity Complete trust
Drarer trust Complete brust
Fingerprint BEDC 506F 8544 9FCE 10CC A751 30FIEB21 2C00 6400
Key twpe Key-1D Algorithrn # Curve Creation date E «piration date Finge
Primary key  2C0DE400  RSA/M096 141142013 never BEDC
Subkey 85880011  RS5A/2048 11142013 never 8356 1
] 1 b
Additional User-1D Owner trust
Janny Privat <John_privati@giepa. des Camplete trust
l Ok l l Cancel I
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Additionally, the ,,Owner Trust“ and the ,,Key Validity“ are indicated. You can define the
owner trust yourself (see chapter 8.10.6), the key validity will be determined by means of
already existing signatures and the owner trust of the signee.

The term ,,Key Validity“ means, whether a key has been identified as valid by own signa-
tures or by those of trusted keys. Here, the ,,Web of Trust“ also plays an important part.

A key is valid if it

e Was signed by one of your own keys
e Was signed by another key owner whom you trust fully
e Was signed by at least 3 other key owners whom you trust marginally

8.10.2 Private key

If you open the section ,,Private“ in the details of a keypair, you can modify the passphrase
of the key, generate a revocation certificate or backup the complete keypair.

£ gpgda - Key details (30FIEB21 2CODE4DM) ==

Summary Private key options

Expire Date ou can change your password for your secret key
here:

| Change passward/pazzphrasze... ‘

|dentities/Signing

i “ou can create a revocation certificate to revoke your |
Public key.

Owner Trust Do not publish this keypair to other personz! Save it in
a secure place. |

Create revocation certificate. . ‘

Export your keypair... ‘

l ]S l ‘ Cancel |

Attention:  You should never give the data backup with your private key or the revo-
cation certificate to anyone else.
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8.10.3 Expire date

If a keypair was given an expiration date and this date has passed, your communication
partners can no longer use your key to encrypt emails and therefore are not able to send
encrypted emails.

This is useful if you lost the password for the keypair and don’t have a revocation certificate.
(see chapter 8.12)

Hint: If you give a keypair an expiration date, you must change the date regu-
larly and send the updated public key to your communication partners.

You can also choose to remove the expiration date by choosing the option Key never expires .
Your keypair will be usable forever.

2, gpado - Key details (30FIEB21 2C0DF4D0) =
Summary Setting the expire date
Private

The expire date zhows you when your key gets invalid. After this date your key gets for all
limited uszable.

Expire Date

|dentitiesSignin . ) ' .
anng It you have changed the expire date, pou must publish pour public key to wour communication
Public partners again and update the key on kepservers.

Chwrer Trust
Current expire date:Mewver
@ Chanage nothing

Fey expires never

Set expiration date to: Saturday . Jume 02, 20718

l ok l ‘ Cancel |

8.10.4 Identities/Signing

In this area, all of the identities (User-IDs) for the given key are displayed. For keypairs, you
can add an identity or choose a main identity. For public keys, you can confirm an identity
(sign) and hereby validate it.

Keys can be created by anyone with any name or email. It is thus necessary to check any
key before using it to make sure it originated from the given person. Details on how to do so
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can be found below.

2| gpgda - Key details (30F9EE21 2C0DF4DM) ==

Here you zee all identities of the selected key. If thiz iz one of vour keypairz, you can add
Summary identites, else you can confirm the identities of the keyhalder. Also you can see, if you alieady
confirmed an identity in the past.

Private

Expire Date Identity Status

Public » Janrwy Privat <John_privat®giepa. dex> @
Dvner Trust

Add Identity. . | | Confim/Sign Allldentites. . |

| ok || Cancd |

To add a new identity to a keypair, click on Add Identity... and enter the name and email
address for the identity. Clicking on OK creates the new identity for the key.

i o

Add Identity ==

MName |

Email address

| 0K || Cancel

All programs that work with GnuPG, show the primary identity of a key. You can
change the primary identity of the key to the currently selected identity by clicking
Set as Primary Identity... . The selected identity will be the primary identity from there
on.

If you want to validate a public key and all of its identities, click on the button

Confirm/Sign All Identities...
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Confirm/Sign All Identities ==
Signing - Confirming the identities of this key:

JohnDoe <john_doe@test gpgdo.de>
Fingerprint: 899D 09C8 E796 D505 DOCE 3F5A 30D2 36A5 DD5SE 6363

Select one of your keypairs to sign the key:

-

ma, <max mustemann@test gpgdo dex (ADF01AFT) -

Oid you check if the key you are signing really comes from the keyholder listed above?
Sign local only (not exportable)

@ | prefer not to answer in detail
| hawve not checked the identities at all
| hawve carned out a casusl check of the identities

| have carned out through checling of the identities

[ 0K ]| Cancel |

Afterwards, indicate how sure you are about the authenticity of the signed key. With this se-
lection, the strength of the signature is determined. Clicking on OK' will apply the signature

of the key.
Hint:

To be sure that the key belongs to the given person, you should compare
the fingerprint personally.

You can contact the creator via telephone, fax, SMS, messenger, ... and
compare the fingerprint. Emails are not suited for this verification as they
can be faked via ,,Man-in-the-Middle* attacks.

Only when the present fingerprint is the same as the one given by the key
creator you have recieved the same key and can start using it.

If the fingerprints are different you have recieved a forged key. Please do
not sign or use this key!

8.10.5 Public key

On this page possibilities of how to distribute your public key have been placed at your

disposal.
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£ gpgda - Key details (30FOEBZ1 2C0D54D0)

Summary Public key options

Private

Expire Date Send public key as emai

|dentities/Signing

Dwrier Trust

pload to key server

ks

|dap: f'.fcertser\-"er.pﬁp. u:.c'rn

You can send your public key as an attachment to a new email or upload it to a keyserver
from where it can be imported by your contact partners. Moreover, you have the possibility
of exporting the public key as a file on your computer or a removable medium such as a
USB-stick.

Tip: All those functions are also directly available to you in the overview by
pressing the right mouse button on a key.

8.10.6 Define Owner Trust

By means of the owner trust, you can define how much you trust your contacts to sign foreign
keys and to classify them to be true. This permits to determine the key validity of other keys
on the basis of its signatures. If another key was signed by the issuer of the key, the owner
trust of whom you set here will have direct influence on the key validity of the other key. This
principle is called ,,Web of Trust“. In this connection also consider chapter 8.10.1.
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| gpgdn - Key details (20FIEB21 2C0DA4DN) (23]
Summary Owner trust - Trust in the owner of the key
Private

) JohnDoe <john.doe{@giepa de>
Expire Date Fingerprint: BEDC 506F 8544 9FC3 10CCA751 30F9 EB21 2C0D 64D0

|dentities/Signing )
_ How riuck do pau trust the awner of this key ta carectiy
Public zign others keys?

Ovrner Trust | do not know

| do WOT truzst the awner
| somewhat trust the owner
| Fuilly bruzt the owner

@ | have complete trust in the owner [recommended)

l ]S l ‘ Cancel |

There are several selection possibilities at your disposal in order to define the trust in this
contact. You should however only choose the option | have complete trust in the owner for
own keys, as this option will have another influence on the key validity as it is not intended
for foreign keys.

The level of trust indicated by you remains a secret of GnuPG and will, with the exception
of the integrated backup function, never be exported or transmitted to anyone else.

Tip: You can also modify the owner trust directly by clicking the right mouse
button on a key in the overview.

8.11 Utilization of keyservers

In addition to the possibilities to send keys per email, described in the chapters 7.1 and 7.2,
you can also upload your public key on a keyserver in the Internet and from there also import
public keys of your communication partners.

For this purpose, go back to the overview of the key management and select your key.
Change to the tab Keyserver in the menu ribbon and select the keyserver on which you
want to upload your key.
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Start Keyserver Revocation certificate Yiew
Keyserver hkp:/'pool sks-keyservers net: 11371 - %
Publish on keyserver Import from
EYs keyserver

Commeon

Search key in your local keyring...

Click the button ‘ Publish on keyserver then in order to upload the currently selected key(s).
Now, you only have to inform your communication partner of the selected keyserver so that
he will be able to import your public key from there.

For importing a key from a keyserver you can enter your communication partner’'s name or
key-ID in the search field in the lower section of the key management.

Start Keyserver Revocation certificate Wiew
Keyserver: hkp.//pool sks-keyservers.net: 11371 - % %
Publish key Import key
Commen

Search key in your local keyring... (Ctd + F)

[ User-ID Email address Key-ID Status

E‘h R Johnry <Johnny@giepa de> johnny @giepa.de AB456B0C 9 t& @ e

ﬁ\ x Max <max.mustermann @test.gpgdo de> ma<.mustermann @test gpgdo.de 07B1ABGE w t& @ e
@ Support gpgda <support gpado Egiepa des support.gpgdo@giepa.de BF1AASES w t«i @ U

ma¢.mustermann@giepa de x [ Sea-dnmkeysmer] [H‘pﬂpoddﬁkmu’mnd;'lﬂ?' ~| \® Searchresults

User-ID Email address Key-ID Status
x. Mustermann @giepa de> R

Max Mustermann <Max Mustermann @giepa.de> max. mustermann @giepa de

3 key(s) in keyring | 2 key(s) on keyserver

If the searched key is found you can select it and import it via the button Import key from
keyserver.
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Tip: You can also import the key via a click on the right mouse button on the
key which has been found or by holding the pressed left mouse button
and drawing the key into the above list.

8.12 Generating Revocation Certificate

With a revocation certificate, a key can be permanently and irrevocably declared invalid.
With a public key declared invalid, your communication partners can no longer write en-
crypted emails to you. This makes sense, for example, in case that another person has
taken possession of your private key and, thus, it cannot be secured any longer that emails
signed with it have actually been generated by you.

To generate a revocation certificate, please choose the corresponding key in the overview
of the key management. Then select the button Create certificate via the menu ribbon in

the tab Revocation certificate .

gpgdo - Key management v3.5 EI@

Start Keyserver Revocation certificate View

FiiN
Creste Apply
certificate § certificate

DIV

Search key in your local keyring...

You will be asked for the reason why you want to generate a revocation certificate and can
furthermore write a comment on it specifying the reason or furnishing additional information.
This can be, for example, the key-ID of the new key which your contact partners shall utilize
afterwards.
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gpgdo - Create revocation certificate @

Reason for the revocaton cerfificate.

Select a category for your regson | Key has been compromised - |
Specify your reaon or leave it blank My new key: ATBE4871
Key to revoke

Private and public key

Frimary User-ID JohnDoe <john doe@test.gpgdo de
Key-10 DOD5EGR3IGI
Key-10 (long) 30083645 DDRER3RI

Key validity Complete trust (je. the comesponding private key is available)
Owner trust Complete trust (je. the comesponding private key is available)
Fingerprint #5350 09C8 E796 DRO5 DSCE IFHA 3008 3645 DDSE 6363

Key type Key-ID Algorithm Key length Creation date Expiration date Fin

Primary key  DD5EG3IE3 RSA 4096 5/23/2015 Never 899

Subkey 408BGE25 RSA 4096 9/23/°2015 never D43
4 Ir 2
Additional User-ID Chwner trust

<none:

Diefault key for the account john.doe@test. gpodo.de.

[ oK H Cancel |

After having entered the reason, click OK and indicate the folder where the revocation
certificate shall be saved.

8.13 Applying Revocation Certificate

For the revocation of a key, select it first and then go to Apply certificate in the tab
Revocation certificate in the menu ribbon of the key management.
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gpgdo - Key management v3.5

Start Kevserver
JiIN
Cresate Lpply
certificate | certificate
Comimon

Search key in your local keyring...

Revocation certificate

[ & e

View

Select the revocation certificate in the appearing file selection dialog and afterwards click

Open .

gpgdo - Revoke a key

key should no longer be used.
After that you can normally generate a new key pair and distribute it.

Key to revoke
Private and public key

Primary User-ID max <max mustermann@test gpgdo de>

Key-1D 4DFO1AFS
Key-1D (long) T1E435AE 4DFO1AFS
Key validity

Complete trust fje. the comesponding private key is available

Owner trust Complete trust fie. the comesponding private key is available

Fingerprint 1FB4 FB57 OEES DEVE 27A7 99EQ 71E4 35AE 4DFO0 1AFS
Key type Key-1D Algorithm Key length Creation date
Primary key ~ 4DFD1AFS RSA 4096 9/23/2015
Subkey 03C8835E RSA 4096 9/23/2015
< Wi
Addttional User-ID Owner trust
<none:

You are going to import a certificate to revoke this key. This is useful in case that you forgot your password or if your private key is compromised or lost.

A revoked public key can still be used to verify signatures made by you in the past, but it cannot be used to encrypt future mezsages to you.

It also does not affect your ability to decrypt messages sent to you in the past if you still do have access to the private key.

By revoking the public key will be updated. Please upload it to a public keyserver and/or send it per email to your contact partners to notify them that the public

=

Revocation Cerificate Information

C\Users‘\max mustermann'.Desktop'.71E435AE4DFITAFS ) | Select other certificate
Key-ID ADFD1AFS

Issuer Key-1D 4DFO1AFS

Creation date 9/24/215

Reason - category  The key was superseded.

Comment

*You are going to import a certificate to revoke the selected key.

] Apply this certificate

Cancel

First, check the information of the revocation certificate. If you are sure that you want to apply
the revocation certificate place a checkmark with Apply this certificate and click Revoke .

Attention: By revoking, the key is made permanently unusable! Because of the pub-
lic key is being updated, it therefore needs to be redistributed to your
communication partners. If you have published the key on a keyserver
too, you need to upload the updated key again to take effect.
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9 Usage of GnuPG 2.1 and later versions

The changes of gpg4o that have been made to adjust to GnuPG 2.1, are described in this
section. Furthermore, this section gives important hints on how to use GnuPG 2.1.

gpg4o Version 5.0 supports GnuPG 2.1 . Problems can arise in your key ring due to up-
grading to GnuPG 2.1 that are not caused by gpg4o. This is caused by the restructured
format of the key ring that comes with GnuPG 2.1.

To keep the changes to GnuPG 2.1 as simple as possible and to avoid losing data in your
key ring, it is recommended to follow the following steps:

Please make a backup of gpg4o. (see chapter 11.8)
Change to a stable version of GnuPG 2.1 in the settings of gpg4o and select GnuPG.
Import the previously created backup.

Hint: Please note that when you import your backup, that you need to have the
passphrases of all private keys that are in your key ring.

9.1 Import/Export of keypairs

GnuPG 2.1 requires the passphrase when you are importing or exporting a keypair. There-
fore, a following dialog appears for the input of the passphrase, when importing or exporting
a keypair through the key management or backup (see chapter 11.8).

In both cases, you need to enter the passphrase for each keypair that is in the key ring.
While importing a backup, you will be shown all keypairs and will have the option to exlude
keypairs that you no longer need.

gpgdo - Backup Import @

Please select, which of your keypairs should be imported. You will need to enter the
passphrase of all selected keys.

B 0716 v e semamtes o>

46456B0C | JohnDoe <john doe@giepa.des

| OK || Cancel |

While importing a backup, you can choose to import keypairs with help of a selection dialog.
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Hint: After switching to GnuPG 2.1, it may be that not all of the keypairs will be
visible in the key management. This is caused by because GnuPG 2.1
no longer supports the use of keypairs with old safety mechanisms. In
this case, you should create a new keypair based on the current safety
standard. (see chapter 8.12)
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10 Sending Rules

In order to prevent you from having to manually select the settings for encrypting and signing
for each of your emails, sending rules have been provided in gpg4o performing this task for
you.

Attention: Please not that you can only test the sending rules in gpg4o Free but
cannot be used.

10.1 Management of Sending Rules

In the overview of the sending rules you have the possibility of sorting and testing your
existing rules without any influence on the rule evaluation.

For that, click ‘ Sending rules ‘ in the menu ribbon gpg4o - GPG for Outlook .

m F‘E‘I 6 = Inbox - gpgdotest@gmail.com - Outlook
HOME SEND / RECEIVE FOLDER VIEW gpgdo - GPG for Outlook

g

management Help~

{T—Sendnlm - Overview.
Rules for outgoing emails.
Here you can defing, if emails send to a specific recipient should be automatically encrypted, signed or send as HTML.

MName Encrypt  Sign HTML Keys

There are no rules definied yet.
To create a rule. click on the "Add..." button below.

pdd..)|[_Edt. ] [ Delete
Ruletest
Recipient email address of recipient Sender email address of sender Subject email subject
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For generating a new rule click the button Add... in the overview.

In the field ,,Rulename®, you enter an expressive name for this new rule. Having done
that, complete the conditions. When working out the conditions, be sure to make them as
specifically as possible in order to avoid later conflicts.

Afterwards, you select the encryption options to be utilized and the recipient’s public keys.
The keys will be utilized later for encrypting when sending the email if the rule is applied. If
you want gpg4o to select the appropriate key for you, leave the selection with Recipient’s
current key. Otherwise select the keys which shall be utilized for encrypting the email.

i

gpgdo - Create sending rule

A rule contains one or more condition(s), descriptions about the actions you want the rule to have and a
selection of keys to be used for email encryption.

-

=)

Rulename
Do not encrypt
Conditions

| Recipient -| is = | max mustemann @test gpgdo.de @
| Sender -| is = | iohn.dos@giepa de| B

then
Encrypt Sign HTML

o/ Always * o Always * o Bllow -
Keys used for encrypbon

User-ID Key-ID

Recipients cument key 0

[] Johnmy <Johnmy@giepa de FBACES5346456B0C

[] Max <maemustermann@&test gpgdo de AERSABFEDVE1ARGE

[7] Software Support (Giegerich & Partner GmbH) 8514E29CCTRE4465
[T Support gpgdo <support gpgdo @giepa de

GIBFE43EBF1AADGE

0K ] [ Cancel
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10.2 Rule evaluation
In order to apply a rule when sending an email, all preconditions indicated in the domain
»Conditions“ have to be fulfilled.

When creating a new email, all your rules are browsed and all matching rules are selected.
This selection is based exclusively on the conditions of the individual rules and not on the
classification in the rules list.

The following example shows two rules:

Rule Do not encrypt contains two conditions:

Condibons
[Hec:ipiem v] [is v] max.mustermann@giepa.de @
[Sender v] [is v] john . doe@giepa.de @

Rule ,,Encrypt intern“ contains one condition:

Conditions

[ Recipient - ] [cuntains - | @giepa.ds|

If you write an email to max.mustermann@giepa.de now and if you select john.doe@giepa.de
as sender, both of your rules will apply. Thus, you will come into conflict as the settings for
encrypting within the rules are different.
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— Send rules - Overview

Rules for outgoing emails.

Here you can define, if emails send to a specific recipient should be automatically encrypted, signed or send as HTML.
MName Encrypt  Sign  HTML  Keys

Do not encrypt (%] (%] + |Recipients cument key;

Encrypt intem v 3] + | RRecipients cumrent key:

pod.) [ Edt. | [ Delete | Conflict!

Ruletest
Recipient max mustermann Sender |inhn.dne@giepa.de Subject email subject

In order to avoid this conflict in the future, you can add further conditions to the rule ,,Encrypt
intern®:

Recipient isnot max.mustermann@giepa.de

Sender is not john.doe@giepa.de
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11 Settings

Through the settings, you can adjust important options of gpg4o. Modifications of your
settings, even if you switch between menu points, only become effective after saving.

11.1 View

On this page, the general configuration settings are displayed permitting to adapt the aspect
of gpg4o and the integration into Microsoft Outlook.

<% gpgdo - Settings @
T Langusce

GnuPG

Account management Used language English -

Send/Receive settings Encryption

Update

The encryption status will show information about signature and encryption state inside your
Keyserver email.

System information

Show in:
Backup and Restore [1] Email preview of gpgdo
Advanced settings ‘with double-click opened email window

Email window after replying/forwarding
Print preview of an email
Permanently decrypted email

Sending Ophons
[T] Hide sending options when account is inactive

Messages

All messages are displayed

Save ] [ Cancel

11.1.1 Language

The language may be adjusted between German and English. Please mind that when
modifying the language, the settings have to be closed and opened again.

11.1.2 Encryption Status

Here, you may select in which areas of gpg4o the information with regard to decryption and
signature shall be displayed to you within an email. By default the display is only shown in
the normal email preview.
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11.1.3 Sending Options

If this configuration setting is active, the ribbon with the sending options will be hidden when
generating an email and the selected sending account has not been enabled for utilization
with gpg4o.

If the configuration setting is not active the sending options will also be indicated in case of
inactive accounts.

11.1.4 Messages

As the user, you can decide whether or not you want to deactivate the repeating question
so that it does not appear anymore. An example would be the messagebox which appears
when a newer GnuPG version is found online within the start of Outlook. By confirming this
through the button, you are activating all deactivated messages again.

11.2 GnuPG

On the page GnuPG, the version and the path to the installed GnuPG are displayed.

<% gpgdo - Settings @
View GnuPG Runtime
Path to gpg.exe / gpg2.exe
Accourt management C:\Program Files\GNUNGnuPG_1.4.19gpg exe Search...
Send/Receive settings Online update GnuPG version information every time Outlock starts
Update Installed version: 1.419 ./ Lsatestversion installed
Keyserver General selfings
System infarmation Alternative directory for keyrings and configuration files (optional)

Backup and Restore

Advanced settings 3
License

GruPG is licensed under the terms of the GMNU General Public License (GPL) which guarantees your
freedom to share and change Free Software.

See http://gnu.ongdicenses/gpl html
The source code can be found under http /www gnupg.org/download

Save ] ’ Cancel
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11.2.1 Path to gpg.exe/gpg2.exe

If necessary, you can also convert to other installations of GhnuPG with the help of the button
Search... .

If you have not yet installed GnuPG, the button Download and install GnuPG will be shown
to you below the version number with which you can download GnuPG from the Internet and
install it. Here, the procedure is the same as with the installation by the configuration wizard.

Here, you will also find information with regard to the license of GnuPG and you have the
possibility of obtaining further information by means of the links, if available.

11.2.2 GnuPG version checking

-

<% gpgdo - Settings @
View GnuPG Runtime
A GruPG Path to gpg.exe / gpg2.exe
Accourt management C:\Program Files\GMNLUNGnUPG\gpgZ exe Search...
Send/Receive settings | Online update GnuPG version information every time Outlook starts
Update Installed version: 2.0.28 v, Versionis out of date, but still can be used.
Keyserver Availsble version: 2.0.29 ¥/ Download and install Gru F‘G|
System information
Backup and Restore General settings
Advanced settings Alternative directory for keyrings and configuration files (optional)
Search...
GnuPG 2
Caching time of your passphrases in minutes
3

Terminate GnuPG Agent with Outlook
License

GrnuPG is licensed under the terms of the GNU General Public License (GPL) which guarantees your
freedom to share and change Free Software.

See http://gnu.org/licenses/gpl.html
The source code can be found under http://www.gnupg.org/download

Save | | Cancel

gpg4o uses GnuPG to encrypt emails. This program is constantly being developed and
receives regular updates and new features. To keep GnuPG up to date, please activate the
option Online update GnuPG version information every time Outlook starts .

You receive a message when starting Outlook, when a new version of GhuPG has been re-
leased. You can then decide whether or not you want to install this new version. Confirming
the question with Yes will redirect you to the page GnuPG of the gpg4o settings. There

you can click on the button Download and install GhuPG which will download and install
the latest version.
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Hint: Please note that this functionality is not available in gpg4o Free.

11.2.3 GnuPG directory

By default GnuPG saves its keyring in the application folder of your user profile. If you want
to make use of another directory instead you can select an alternative directory here. This
directory will then be utilized in the future instead of the default directory of GnuPG.

Hint: Already imported or generated keys will not be copied and will no longer
be available in the new directory. In the old directory, however, they will
still be existent. In order to be able to access these keys you have to
export them before and import them again after having changed to an
alternative directory (see chapter 8).

11.2.4 Buffering of the passphrase

If you are using GnuPG 2.x, you can determine here how long the passphrases you have
entered shall be buffered. The minimum duration of how long the passphrases are buffered,
is one minute.

11.2.5 GnuPG Agent

Since GnuPG 2.0 the GnuPG Agent is applied in order to buffer the passphrase. The agent
is automatically started as soon as a GnuPG action in gpg4o is made. However, when
closing Microsoft Outlook the GnuPG agent is not terminated by default. Thus, buffered
passphrases are not reset which might produce a security risk.

If you enable this option, the GnuPG Agent will be terminated automatically with Microsoft
Outlook thus removing preliminarily entered passphrases from the memory.

Hint: The starting of the GnuPG Agent may take some seconds. This can be
noticed in particular if you select the first email for decrypting.
11.3 Account management

On this page the configuration of the individual email accounts is performed (usually one
email address corresponds to an account in Microsoft Outlook).
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<% gpgdo - Settings 58
Vigw Email account
GruPG
Email account Account type State
vy | oo on o
Send/Receive settings
+' | john.doe@giepa.de Send From Account active
Update ] -
& |test@examble . com Send From Account disabled
Keyserver !
System irformation
Backup and Restore et i Ml e
Advanced settings

[#] Use gpg4o for this email account

Keypair to use with this email account
| Test <gpgdotest@gmail.com> (FD7744C1) -

[7] Sign messages by default while sending
[7] Enerypt messages by default while sending

‘when sending HTML email
[Nwa*,-s ashk what to do -

Save | | Cancel |

Under the name of the selected email account, you will find the associated settings. Place
the checkmark with Use gpg4o for this email account if you want to decrypt messages in
this email account or if you want to send messages encrypted and/or signed.

Hint: If you do not want to encrypt or sign at all in an email account you should
disable gpg4o for this account.

With the selection box Keypair to use with this email account you define which keypair
shall be utilized for signing messages.

With the next two check boxes the default behavior of gpg4o with regard to the sending of
emails is determined. If you choose messages to be encrypted by default you also have to
define whether only the attachments or the entire message shall be encrypted.

If you regularly necessitate other configurations for certain situations you can set them with
the help of the sending rules (see chapter 10).

The function of the selection box ,,When sending HTML email“ is to determine whether
when sending emails in HTML format a default demand has to be made, whether the HTML
format may be utilized or whether it shall be converted into the Plain-Text format before
sending.

You can send a testmail for the selected account. You can verify with the received testmail
whether encrypting and decrypting work correctly with your settings.
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11.4 Settings for Sending and Receiving

<% gpgda - Settings @

Wiew Send - Domain baszed key search
GnuFG

Suggest alernative key if receipient's key is miszing

Account management

£.0. johhdoe@domain.com <> mail@damain, com

Send - Attachment options

Update
Kepserver K.eep flename
Syztern information Increases compatibility with other OpenPGP software, which cannot extract filenames.

Backup and Restore [business report.doc > business report. doc.pgp]

. @ Hide fi
Advanced settings k(e

Increases confidentiality, but nat every OpenPGR zoftware can read such files.
[buginess report.doc -» Attachment]. pgp)

Receive - Public folders
/| Decrypt emails in public folders without active accounts
Receive - Attachments handing

| Find PGF keyz in attachmentz and offer impart

/| Find gpgdo licenze files in attachments and offer import

Save ] | Cancel

11.4.1 Send - Domain based key search

You can enable the ,,Domain based key search” if you do not want to search for a cor-
responding key for every missing key or if you own a global key for a company. Thus, a
possible suitable key from the recipient’s domain will be automatically proposed to you from
your key list in case of a missing key.

In order to enable the domain based key search, place a checkmark with
Suggest alternative key if recipient’s key is missing . gpg4o will do the rest for you.

If you write an email to ,,Max.Mustermann@giepa.de“ but do not own a key for that recipi-
ent, gpg4o can now offer you an alternative key from the corresponding domain.
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Dornain based key search £3

@) Thereis no public key for the recipient
\ " max.mustermann@test.gpgdo.de.

Do you want to use the alternative key "lohnDoe
<john.doe@test.gpgdo.de="?

Yes | [ Mo

If you refuse that key, you may perform - as normal - the manual selection for encrypting
your email.

11.4.2 Send - Attachment options

Many OpenPGP-applications do not only encrypt the email and the attachments but also
the file names of the attachments. gpg4o masters this technique and uses it as standard.
However, not every OpenPGP-application is compatible with this technique. Therefore, you

should activate the option Keep filename if a recipient cannot decrypt the file names.

11.4.3 Receive - Public folders
As standard, you can only decrypt those emails which can be found in the folder of an
account enabled in gpg4o.

With this option you instruct gpg4o to decrypt emails in public folders irrespective of your
active accounts. The only precondition is that you own the private key of the recipient to
whom the email was sent. You can now let you show your emails as usual.

Please mind that this option is only utilized in public folders. For decrypting emails in other
folders the corresponding account has to be enabled (see chapter 11.3).

11.4.4 Receive - Attachments handling

You can activate the attachment handling to get automatically a hint when key(s) and/or
license(s) are contained as attachment in an email. The hint shows you on the one hand
that the specific files are contained in the email and on the other hand offers you an import
for the files.

11.5 Update

On this page you can set the check for updates of gpg4o or run it manually.
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<% gpgdo - Settings @
View apgdo Update
GruPG
Account management Check for updates every time Outlock starts Check for update now J
Send/Receive settings [ &lse look for beta versions when checking for updates
UpdstelSupport Untl 17112020
Keyserver .
) ) [ \ersion history .. Wisit our shop
System information
Backup and Restore
Advanced settings
Save ] I Cancel

11.5.1 Update of gpgd4o

The developers of gpg4o regularly extend the software, improve its usability and add new
features (customers’ desires).

On this page you can perform a manual check for updates by clicking the button
Check for update now . If this verification shall be performed regularly place the checkmark

with Check for updates every time Outlook starts . By this, every time you start Microsoft

Outlook a newer version of gpg4o is searched and this version is offered to you for
installation.

You have an option to install an early release version of the latest gpg4o, by activating
Also look for beta versions when checking for updates . Through this, you can see the im-
provements and new features of the upcoming version. You can also actively participate in
the development of gpg4o by letting us know about the errors. Beta versions are usually
released a few weeks before a new version of gpg4o is published.

Hint: Please note that a beta version can contain errors. You should not use
these versions in a productive environment.
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i "

«% gpgdo - Update check @
o A new version of apgdo is available.

Version installed : 3.5.27 6205 -
Version available: 3.5.36.6336

+ Support of Microsoft Windows 10 and Microseft Office 2016

+ Added Grnupg version checking and update

+ Added management of identities (User-IDs) of keys

+ Passphrase dialog shows the key for which the passphrase is requested

+ Automatic signature verfoation of all attachments

+ Improved signature verfcation in case of a difference between the signature and the sender
+ Email preview automaticall resizes to the best fit

+ Bxport of keys to the clipboard is now possible

+ gpgdo supports the zoom slider of Outlook in its own email preview

m

-

I Install H Cancel J

The installation is started by clicking on Install . You can find out more about the installation
process in chapter 4. You should restart Microsoft Outlook after the installation, so that the
changes are activated.

When the installation is finished, you should restart Outlook so that the modifications be-
come effective.

With the link Visit our Shop , you can purchase a license of gpg4o or an extension of the
product maintenance of gpg4o.

In the Version history... , the individual releases and their improvements of gpg4o can be
looked up.

11.6 Keyserver

On the page ,,Keyserver®, you have the possibility of displaying and editing the keyservers
utilized by gpg4o.
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<% gpgdo - Settings @
Wiew
GnuPG

Keysemver

Configure your keyserver list here (each keyserver is seperated by a new ling)

Accourt management hkp://poal skskeyservers net: 11371 r

Send/Feceive settings hikp://subkeys pgp.net:11371
Idap://cetserver pgp.com
Update

System information
Backup and Restore
Advanced settings

4 I

Automatic Import

‘when creating an email, use this keyserver for automatic import of missing keys:

[7] Aute impaort missing keys when verifying signatures

Save ] [ Cancel

11.6.1 Keyserver
In order to add a new keyserver, enter its address as a new line in the text field.

Hint: Keep in mind that the address of the keyservers will not be checked with
regard to validity and that a wrong server cannot be reached.

In order to remove a keyserver, remove its entry in the text field. Thus, this keyserver will
not be utilized in gpg4o anymore.

The listed keyservers are used to manually import missing keys while checking email signa-
tures. Please note that the only servers using HKP or HKPS protocol are used.

11.6.2 Automatic Import

Here you can enter a keyserver, with which keys are automatically imported into your key
ring, while you are writing emails. This is useful if you host a private keyserver and only
upload valid keys. The server entered in this field does not have to be entered into the list
of all keyservers, to be used.

Missing keys are automatically imported into the local key ring, by activating

Auto import missing keys when verifying signatures .
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Hint: Please note that this functionality is not available in gpg4o Free.

11.7 System information

In the system information, you can find details regarding the product gpg4o, the license, the
operating system, and GnuPG. There you can see, among others, the installation paths of
the individual products.

11.8 Backup

On this page you can import a saved backup or generate one, respectively. Above all, a
backup protects you from the loss of your keys in case of hardware failures. In addition it
can be used to transfer your settings and keys to a new computer.

-

<% gpgdo - Settings @
Wiew Backup and Restore
GhuPG
Accaunt management Export your gpgdo settings, sending rules, active accounts, your keyring and pour bust settings.
Send/Receive settings ‘ Export... |
Update Import your previously exported settings into gpgdo.
Kepserver Thig will overwrite wour current zettings and estend your kewring data.

System informatian ‘ Imnport... |

Backup and Restare

Automatic Homedir Backup
Advanced settings

/| Backup homedir at outlook start or at least every 24hours

Destination directory
CAJzershmas. mustermannappl atahR oaming Giegerich & Partner GmbHapa | Search, .

Mawirumn kept Backups
=]

Mext backup: B/2/2007 4:52:40 PM

Save ] | Cancel

11.8.1 Backup and Restore

You can choose to perform a manual backup or import an existing backup.

This backup protects you from losing your key and saves your current gpg4o-configuration,
if, for example, the data can no longer be read from your hard drive. You must save the
backup on a separate storage device, like a USB stick, external hard drive, or cd/dvd, and
safely store it.
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Through the button Export , you can generate a new backup. It comprises of the following
data:

All the keys, public keys as well as keypairs

The trust settings of the keys

The complete configuration of gpg4o including all account-settings
All defined sending rules

The gpg4o license file

With the button Import you reload your preliminarily exported settings of gpg4o and, thus,
overwrite your current ones. Your keyring will be extended by the newly added keys and
those keys which were deleted since the last export, will be included again.

«% Import progress @

Creating temporary folders

Checking GnuPG

Extracting backup files

Importing gpgdo settings

Reloading gpgdo configuration
|Importing GnuPG keyring and trust db

Importing licence

Tip: A backup may also be utilized in order to move gpg4o to another com-
puter.

Attention: Only save the backup on your own physical data storage medium. You
should never upload the backup into the cloud.

11.8.2 Automatic Homedir Backup

A backup of the entire key ring is completed directly after saving the settings if

Backup homedir when Outlook starts or at least every 24 hours is enabled. The data is
saved as a Zip file in the specified path. The backup file is created in the specified path
and should only be changed if you are aware of the problems that could arise if the path is
no longer available or if another problem arises.

If the maximum amount of backups is reached, the oldest one is deleted in order to create
a new one.

»Next Backup“ shows you the date at which the next backup will be created.
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Hint: Please note that the recovery of automatically created backups through
the user interface of gpg4o is possible. These backups have to be recov-
ered by hand. Please contact your technical administrator or the support
of gpg4o if you require assistance.

11.9 Advanced settings

On this page you will find settings which do not necessitate any modifications in the normal
operation or which do not require a better knowledge of the OpenPGP-Encryption. We
kindly ask you not to modify anything here, if you do not know about the consequences of
these modifications.

11.9.1 Always treat all keys as valid

It is true that deactivating this option will improve safety, however, it will also increase com-
plexity and will require a considerable additional effort regarding the key management. If
you disable this option you will only be able to encrypt emails to be sent to those recipients
whose key you have signed or whose key has been recognized as valid by the ,,Web of
Trust®.

Example:

Here explain how you can check the authenticity of a key and make it valid. In this case
we are checking the authenticity of the gpg4o Support address of Giegerich & Partner and
making it valid.

Please open the key management and search for the key ,,Software Support (Giegerich
& Partner GmbH)“. Select the key and open the key details.
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. gpgdo - Key details (B614E29C C75E4465) (23]

i

Summary
|dertities. Signing

Public
Owner Trust Primary User-ID Software Support (Giegerich & Partner GmbH)

Public key

Key-ID C75E4465

Key-ID (long) 8514E25C CTRE4465]

Key validity Mot set
AI\ Cwner trust Mot set
> Fingerprint E313 ABB5 BBC1 8132 045C EV1E 8614 EZ5C CT75E 4465
I e Key type Key-1D Algorithm / Curve Creation date Expiration date Finge:
Primary key  C75E4465 RSA/4096 4/19/2016 31,2020 E313 4
Subkeey 1CA3CD20 RSA/40596 4/19/2016 3/1/2020 TAB5 T
] 1 3
Additional User-ID Crwner trust
Support gpado <support gapgdo @giepa des Mot set

Support Enterprise KeyServer <support.eks@agi... Mot set

| ok || camce |

Please compare the fingerprint in the key details with the following fingerprint:
E313 ABB5 BBC1 8132 045C E71E 8614 E29C C75E 4465

If the given fingerprint matches the fingerprint that is listed in the key details, you can confirm
the support key of Giegerich & Partner. Afterwards, the key can be used for safe communi-
cation.

To validate a key, please read the paragraph ,,Identities/Signing“ (see chapter 8.10.4).
Hint: You have to check and validate each and every key if you have deactivated
thet switch ,,Always treat all keys as valid“, before you can use them.
11.9.2 Hint for expiring account keys

If you activate this option you will get an hint when one of your active account keys expires
within 30 days or is already expired. The hint shows you all affected keys and offers you to
extend all shown keys. With the agreement all keys gets extended by one year.

Tip: In the key details you can set the expire date of your keypairs exactly (see
chapter 8.10.3)
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11.9.3 Insert GnuPG and gpg4o information in outgoing emails

If you encrypt and/or sign an email with gpg4o the GnuPG-Version and the gpg4o-Version
will be inserted in the GnuPG headlines if the option is active. As this has also been im-
plemented like that for other OpenPGP-solutions this option is enabled as a standard. If
you deactivate this setting and one of your recipients has problems with decrypting and/or
displaying the email, he will not be able to read with which software the email was encrypted.

11.9.4 Advanced signature check activation

By default, this option is disabled. If you select a PGP/MIME signed email, you can activate
the advanced signature check. This option will be kept active for all further PGP/MIME
signed emails.

11.9.5 Automatic Export

Here you can enter a keyserver, where the public keys are uploaded to, as soon as there are
changes to the key. This is useful, if you host your own keyserver. Changes, for example,
are imports of a key from another server or file, revocation of a keypair, adding or edits to an
identity, or signing of an unknown key.

Through this, you can be sure that the newest public key is on the keyserver.

Hint: Please note that this functionality is not availabled in gpg4o Free.

11.9.6 Log Level

Here you can choose the log level. By default, this option is set to ,,Normal®. With the level
»None“ logging is disabled and no logfiles will be created anymore. In addition to that the
zip-file of logfiles will not be created when contacting support (see chapter 13.2).

Hint: Please keep in mind that the support work is more difficult when logging
is disabled
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12 License files

12.1 Generating and importing license files

After having processed the online-ordering of gpg40 you can manage your licenses via our
web interface https://licmgmt.giepa.de/index.php?lang=en. For login you utilize the same
access data that you use in our shop.

@ EKoﬂ‘[ak‘t ESpr'ache

Giegerich & Partner ABOUTUS  SERVICES PRODUCTS PRESS  SHOP INFORMATIO

Licencemanagement-Login
Login

Please use the same login data as in our shop.
Email address

max mustermann@test.giepa.de

Password

About us Services Products Key Topics Shop Information & Contact
Profile IT-Security for your Ep, Press Service Directions
Our Team Company Cleanhe Blog Downloads

Partnership Software Security by  Othe

Refere Design Products Farum

Responsibility

In the following menu you can see a summary of your licenses. You can see how many
licenses are at your disposal altogether and how many of them are already utilized or which
of them are still available.

Moreover, you can see the date until which updates will be placed at your disposal.
In order to make alterations to your licensing, click the pen-symbol Edit .
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EKon‘[ak‘t ESpr'ache

Giegerich & Partner ABOUT US SERVICES PRODUCTS PRESS SHOP INFORMATION

Licencemanagement
Welcome

..................................... Customer data

LOGOUT Mister

Max Mustermann

Robert-Bosch-Stralfe 18
63303 Drejeich

Your licenses

License Mo: 433 Licensed for: Max Mustermann | g* Edit
Expire date: 2018/11/15 Date of purchase: 2012/11/15
Licenses total: 5 available 4 Product: Epgdo

Emails: max.mustermann@giepa.de

About us Services Key Topics Shop Information & Contact

Profile IT-Security for your ress Service Directions
Our Team Company CleanNet 3 Downloads
Partnership Software Security by  Other Security

Referen Design Products Farum
Responsibility

Now enter the email address you desire. In order to be able to enter several email addresses
at once, separate them from each other with a new line. Email addresses which have already
been entered can be individually adapted via the buttons Edit and Delete .
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Edit license(s)
fyou want to enter multiple email addresses, enter one email address per line.

New email-address(es):

Add

| Select all ll Select none |

max.mustermann@giepa.de S Edit
X Delete

Subsequently, you can choose whether you want to download the license file directly or you
want to have it sent by email. Alternatively, you can also define by checkmarks to which
email addresses the license shall be sent. Here, you can select individual addresses or all
addresses.

Import license

You can recieve your license file by email or download it manually.

f you decide to recieve it by email, please open the email and left-click on the attachment.

Select the "Import gpgdo license” button to import the license. Or right-click on the attachment and then select "Import gpgdo license” in the
following context-menu to import the license.

f you download the license file, please click on "gpgdo - GPG for Outlook” in the Microsoft Outlook menu.

Mext, select "gpgdo-Help”, then select "About gpgdo”. In the next window press "Import license..." and open the license file to import.

Send license to selected email addresses
ar

Send license to max mustermann@giepa.de

or

Download license manually

Now you can import the license. For this purpose open Microsoft Outlook and choose
gpg4o — GPG for Outlook in the ribbon. There click the button gpg4o-Help and

About gpg4o . In the information window appearing now click on Import license...

A file selection dialog will appear. Browse to your license and choose Open . Now, your
license file is imported and a corresponding message will appear which you can confirm by
clicking OK .
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When you have received a license file within an email, gpg4o now offers you to import this
license if it is better than then one you have installed at the moment. (see chapter 11.4.4)

It is also possible to import the license file once you have received it by email as file attach-
ment. For this purpose click the right mouse button on the file attachment and choose the
item Import license for gpg4o in the context menu.

12.2 Period of validity of the license

The license of gpg4o entitles you to the unlimited use of gpg4o with the licensed email
address. The period of validity of the license starts with the first download of the license file.
gpgdo is licensed for each real person. Therefore, gpg4o also works with only one license
at several computers as well as with further email addresses within the same installation, as
long as the licensed email address is configured within Microsoft Outlook.

12.3 Period of validity of the product maintenance/support

During the period of validity of the product maintenance/support you will receive product up-
dates with numerous new functions of gpg4o. Furthermore, you have the possibility to make
use of the support via email support.gpg4o@giepa.de in case of questions or problems.

If the period of validity of the product maintenance/support has elapsed gpg4o can still
be used. That means that you can continue to send encrypted/signed emails and read
encrypted/signed emails as well. However, you do not have the possibility any longer to
install new updates and to contact the support.

12.4 Extension of the product maintenance/support

The team of developers of gpg4o permanently improve the program and integrate cus-
tomers’ suggestions into new versions. With an extension of the product maintenance you
may obtain new versions of gpg4o which were published after expiration of your product
maintenance/support. In addition, you also extend the possibility of contacting the support
via email. The period of validity of the product maintenance/support is extended by the
number of purchased years of extension. Thus, the expiration date of the product mainte-
nance/support is extended by the purchased years.

Example 1:
Original expiration date: 1st April 2019

On 1st February 2019 you purchase an extension of one year, in the first year after having
bought gpg4o.

Expiration date after having bought the extension: 1st April 2020

Example 2:
Original expiration date: 1st April 2019

On 1st June 2019, after expiration of the product maintenance, you purchase an extension
of one year.
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Expiration date after the purchase of the extension: 1st April 2020
Here, you have a loss of 2 months of support and update.

Hint: After having purchased an extension this new, modified license file will
have to be imported once into gpg4o.
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13 Help Center

Via the help center you will get simple and quick access to all important information regard-
ing the utilization of gpg4o.

ﬂa "_||j| = Backup - max.mus
FILE HOME SEND / RECEIVE FOLDER VIEW gpgdo [Trial version]

7% % T o

Settings Sending Key gpgdo-
rules  management Help~

gpgdo e Manual

4 Favorites Contact support ... [Ctrl=E) £ | Current Folder -~

Inbox Contact sales ... By Date =  MNewest +

e
”
Sent Items & ogpgloontheweb » Frequently asked questions

Deleted ltems « About gpgdo Forum
Website
4 max.mustermann@test.gpgdo.de Shop
4 Inbox Licensernanagement
Backup
Nrafts

Here, you can open the manual, write an email to the technical support or to the sales
department or inform yourself about gpg4o on the Internet.

Via the menu entry gpg4o on the Web , you will gain access to the following Web pages:

e Frequently asked questions

e Forum
o Website
e Shop

e Licensemanagement
In addition, you can call up the About gpg4o dialog where the installed version of gpg4o

and information with regard to your license will be displayed to you. In this dialog there is
also the possibility of importing a license file. (see chapter 13.1)
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13.1 Information about gpg4o

O:E A
FILE HOME SEMND / RECEIVE FOLDER VIEW gpgdo - GPG for Qutlook
% 4« @
Settings Sending Key gpgdo-
rules  management Help =
gpgdo @ Manual
I Favorites ' Contact support ... Mailbox [Ctrl=+E) P
» Contact sales ... By D:

4 max.mustermann@test.gp &

[> Inbox -
Drafts [1]

Sent lterns

gpgdo ontheweb »

Encrypted testma E

About gpgdo

For more information to gpg4o, please click on gpg4o-Help and About gpg4o . In the
following window, you can see information to your license and information to the currently

installed version.
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i

<% About gpgdo IEI

Giegerich CIQ Partner

Yersion: 5.1
5.1.10 Build: 3354 [Beta)

License information

License-Mo.: 137 Profezzional

R egiztered to Giegerich & Partner GmbH
pdates/Suppart; until 125312020

Ernail: max.mustermanni@test. gpgdo.de, 1 mwe
Mumber of licenses: Li]

Import licenze...

Copyright € Giegerich & Partner GmbH 2010 - 2017

Al pictures, graphics and other information uged in this add-in

are copyright of Giegenich & Parther GmbH unlezs othenwize stated.
Any reproduction, distribution, storage or diszemination of the
contents or source code of thiz add-in without written consent

iz prohibited.

[ Send log files. . ] [ OE

13.2 Sending log-files

In order to send the log files to our support, please click gpg4o — GPG for Outlook in the
menu ribbon of Microsoft Outlook. Here, select the button Help Center and click the entry

Contact support... then. Then, a preconfigured email will open automatically with the log
files as attachment.
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= H s Log files for support - Message (HTML) ? H - O X
MESSAGE INSERT CPTIONS FORMAT TEXT REVIEW gpgdo - GPG for Outlook
-ﬂ-D Calibri -z - A N E,,{! é&a} _L'"J Attach File [> Follow Up -
B I U Z-i=- &35= @ g Attachtem~ ! HighImportance
Paste N —_—— Address Check Zoom
. W A E=E= A Book Names L Signature~ & Low Importance
Clipboard Basic Text P Names Include Tags o Zoom Apps ~
Automatic options: Rules <Encrypt intern Attach my public key Y
Send Options [y Encrypt 'l [U Signl [y Mlow HTML] ? Al keys available &4 max <max mustermann@test gpodo.de>
From = max.mustermann@test.gpg4o.de
=1
To... support.apa4o @aiepa.de
Send
Co. Max Mustermann
Bee...
Subject Log files for support
Attached 1) lagfile.zip (226 KB

For service and support contact Giegerich und Partner GmbH

Please describe your problem with gpgdo:

Thank you

o See more about support.gpgdo@giepa.de. e

You are kindly asked to give a precise description of the error that occurred and of the
steps which you have carried out shortly before said error showed. In doing so, you help us
localize the error source and offer you a solution as fast as possible.

13.3 Contents of log-files

In order to optimize the efficiency of our development in the elimination of possibly occurring
errors, status reports are written into so-called log-files by gpg4o. These status reports
contain neither personal information nor passwords or contents of emails. Before sending
the email together with the log-files you can see the information passed on by unpacking the
attached zip-file. All files contained therein consist of plain text.

13.4 Help in gpg4o Free

The Free Version of gpg4o does not have access to support.

If you have any questions, you can take a look at the Giegerich & Partner forums where
you can ask questions. You can access the forums through the help center of gpg4o.
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In exceptional cases, the support team can give you a password, with which you can con-
tact support and ask questions about gpg4o. By entering this password, you can identify
yourself through the following dialog and receive support for ten days.

<% gpgdo - Identification far Support @

gpgdo- GPG for Qutlook
Copyright 2 2010- 201 7 by Giegerich & Partner GmbH

You are uzing gpgdo FREE - the free wersion of gpgda. Ik this wersion, support
tickets can not be opened automatically.

Marmally you can gain support aver the forum.

In special cases, the support team can send you a pazsword with which pou
can identify pourself.

If thiz iz not the case, you alzo have the oppartunity to purchase the full version
of gpgda,

with the link below, \fith that you gain full suppart.

To the shop
Support Code:

Cancel
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14 Miscellaneous

14.1 What is to be done in case of errors?

We kindly ask you to help us disclose and correct errors.

In order to be able to rapidly correct appearing errors we need a maximum of details con-
cerning the error occurred. We kindly ask you to send us the error reports as well as the log
files via the corresponding email provided in gpg4o0. (see chapter 13.2)

If you have questions, critical remarks or suggestions for improvement we kindly ask you to
submit them to us in the same way or to write to our gpg4o & GnuPG Newsgroup (see
chapter 13), for we are always receptive to listen to your problems.

14.2 Utility programs

For certain problems, gpg4o is installed with programs to analyze and correct itself. These
programs are installed in the installation path of gpg4o and can be executed there.

14.2.1 Maintenance_Registry

Use this program if gpg4o won'’t stay activated after each start of Outlook or if gpg4o needs
to be started manually each time. Please note that this program requires administrator rights
to make corrections.

14.2.2 Maintenance_LogFiles

Creates a Zip file out of the log files of gpg4o and attaches these to a new email that can
be sent to the support.

14.2.3 Maintenance_Outlook

This application retrieves information that can arise through licensing problems of gpg4o.
In order to do this, basic information about email accounts that are setup in Outlook is
gathered. This gathered information contains, for example, the email address and the used
email protocol.

14.3 gpg4o does not start

If gpgdo is not visible anymore, there are several possibilities of reactivating the add-in
again. First of all, kindly open your Outlook options by clicking File in the menu ribbon
and selecting the menu item Options there. In the following window, click on the left side

Add-Ins .
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Qutlook Options IEI

General

D View and manage Microsoft Office Add-ins.
Mail

Calendar Add-in Options
People Launch Add-in options dialeg: | Add-in Options..
Tasks
Add-ins
Search
Language MName Location Type
. Active Application Add-ins
Advanced Microsoft Exchange Add-in Ci\..Mofficel SVADDINS\UmOutlookAddindll - COM Add-in
Customize Ribbon Microsoft SharePoint Server Colleague Import Add-in - G thofficel WADDIMS\Celleaguelmport.dll COM Add-in
Microsoft VBA for Qutlook Addin Cince Lhroothofficel MADDINS\outivba.dll  COM Add-in
Quick Access Toolkar OneMote Motes about Outlook Irems Ci\Loft Office 15\ rootyofficel 5\ onbttnol.dll COM Add-in
Outlock Social Connector 2013 Chroot officel NSOCIALCOMMECTORDLL  COM Add-in

Add-Ins

Inactive Application Add-ins
No Inactive Application Add-ins

Trust Center

Disabled Application Add-ins

gpgdo - GPG for Qutlook :\... - GPG for Outlook\gpgdo.vstolvstolocal

Add-in: gpgdo - GPG for Outlock

Publisher: <Mone>

Compatibility: Mo compatibility information available

Location: C\Program Files\Giegerich und Partner GmbH\gpgdo - GPG for Outleok\gpgd o.vsto|vstolocal

Description: gpgdo - GPG fer Qutlock

Manage: COMAdd-insEI

[ ok ][ cance |

Now, search on the right side the entry gpg4o — GPG for Outlook . If gpg4o can be found
under the item ,,Disabled Application Add-ins“, you are asked to follow chapter 14.3.1.

If gpg4o can be found under the item ,,Inactive Application Add-ins“, please follow chap-
ter 14.3.2.

14.3.1 Disabled application add-ins

In the lower section next to the button Go..., select the entry ,Disabled elements*
and afterwards click the button Go.... In the window opened then select the entry
gpg4o — GPG for Outlook and click the button Enable. Having done that, close the
window by clicking Close . After a moment gpg4o will be loaded again. Otherwise, it might
be necessary to enable gpg4o subsequently via the procedure described in chapter 14.3.2.

14.3.2 COM-Add-Ins

Please note that Outlook is started with Administrative rights, so that the following changes
are permanently applied.

In the lower section next to the button Go... , select the entry ,,COM-Add-Ins“ and click the
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button Go... then. In the window opened then search for the entry gpg4o — GPG for Outlook

and place a checkmark in front of it. Afterwards, close the window by clicking OK . After a
moment gpg4o should be reloaded. Otherwise, there is perhaps an essential problem. In
this case you are asked to contact the support (see chapter 13.2).

COM Add-Ins [~ B[]

Add-Ins available: oK
gpado - GPG for Qutlook

Microsoft Exchange Add-in Cancel
Microsoft SharePoint Server Colleague Import Add-in
OneMote Motes about Outlook [tems

Cutlook Social Connector 2013

Windows Search Email Indexer

d

Eemove

Iz=
B

Location: C\Program Files\Giegerich und Partner GmbH'\gpgdo - GPG for Qutlook\gpgdo.vstolvstolocal
Load Behavior: Load at Startup

14.3.3 Microsoft Outlook 2013 and Outlook 2016

Outlook 2013 and Outlook 2016 analyze the load times of add-ins and automatically disables
add-ins with ordinarily longer uploading times.

Hﬁ % = Inbox - max.mustermann@test.gpgdo.de - Outlook
FILE HOME SEND / RECEIVE FOLDER VIEW

u| LS 2 T . 7
Ijl "j Ignore x Meeting Move to: 7
&= % Clean Up~ E1 Team Email v Done
New  New Delete | Reply Reply Forward Mare ¥ Create New ¥

»
Email ftems~ o lunk~ All

Mew Delete Respond SR ]

I ADD-IN PROBLEM A problem was detected with an add-in and it has been disabled. I View Disabled Add-ins... I

<
I» Favorites Search Current Mailbox (Ct... /2 | Current Mailbox -

If this is true for you please go to File in the menu ribbon and there to Manage Add-Ins .
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Outlook detected an add-in problem

These add-ins decreased performance or caused Outlook to crash,

gpgdo - GPG for Outlook
gpgdo - GPG for Qutlock

This add-in caused Outlock to crash.

Enable this add-in

Close

Select gpg4o and press the button Enable this add-in . Afterwards, please click the button
Close .
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15 Uninstalling

If you uninstall gpg4o or also GnuPG, all generated and imported keys will remain and will
be at your disposal again after a new installation.

15.1 Delete personal data

If you want to delete your keys completely, you should do this via the key management and
uninstall gpg4o only then.

Alternatively, you delete the directory of GnuPG. In this directory you will find all personal
data managed by GnuPG (Keyrings, trust settings and program configurations).

In addition, you should also delete the gpg4o user directory and the Microsoft Outlook
configuration directory. In these directories you can find the personal settings of gpg4o.

15.1.1 GnuPG directory

%AppData’\Roaming\gnupg

Attention: Please mind that not only the program gpg4o accesses GnuPG-keys.
Deleting the data may influence other programs.
By deleting the key data, you will permanently lose access to your en-
crypted emails! Without the matching keys your emails cannot be de-
crypted.
15.1.2 gpg4do user directory

%AppData’\Roaming\Giegerich & Partner GmbH\gpgéo\

15.1.3 Microsoft Outlook configuration directory
%AppData%\Local\Microsoft_Corporation\gpgdo.vsto_. ..

This path varies depending on the computer and may be existent several times in similar
form.

15.2 Uninstalling gpg4o

In order to uninstall gpg4o click Control Panel in the Windows start menu and browse to
the item Programs there and afterwards to Uninstall a Program . You will now see the

list of all programs installed on your computer. Select gpg4o — GPG for Outlook and click

Uninstall in the menu.
15.3 Uninstalling GnuPG

In order to uninstall GhuPG click Control Panel in the Windows start menu and browse to
the item Programs there and subsequently to the item Uninstall a Program . You will now
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see a list of all programs installed on your computer. Select the installed GnuPG and click
Uninstall in the menu.

88 Version 6.0



16 Company and support contact information @

Giegerich & Partner

16 Company and support contact information

16.1 About Giegerich & Partner GmbH

Company Profile

Giegerich & Partner is your reliable solution developer. We create efficient IT Infrastruc-
tures, care for your IT Security, develop high quality software solutions and refine standard
solutions. Your individual needs as a customer set the pace for our work which does not end
with the delivery of any solution. We are well known for accompanying the whole solution
lifecycle beginning with the very first idea until rollout of the last implementation. And we do
that with competent people, not with anonymous call centers.

Who and Where

With almost 40 employees near Frankfurt/Main — Germany we support over 1300 customers
worldwide in now over 70 countries when it comes to IT Security, software development and
email encryption. As a member of the TeleTrust federation in Germany we have obligated
ourselves to provide secure IT Security solutions without backdoors. This allows us to be a
member of the group “IT Security made in Germany”.

Our Mission

We deliver reliable and Tailor-made IT Solutions. Filled with energy, passion and a high skill
level, we work for your success with our solution. With us as a partner, you can concentrate
on your core business. We care about the (IT) rest. That’s what we do: Tailor-made IT.

Values

Highly competent people are important, but not enough. Since we are an owner driven
company, we know that reliability, sustainability, personality and partnership are fundamental
values for a working relationship with customers, suppliers and employees. Real people are
in the center of our companies universe, not machines. You will experience this by having
your personal way of support, long term contact persons and competence. They help you
with the technology we provide that helps you run your business as reliable as possible.

Please visit our website at https://www.giepa.de

16.2 Support contact information
Please use the following email address to contact the Giegerich & Parther GmbH support
for issues relating to gpg4o:

support.gpg4o@giepa.de
You can also use the web contact form at:

https://www.giepa.de/contact/?lang=en

General contact information:
Giegerich & Partner GmbH
Robert-Bosch-Str. 18
D-63303 Dreieich
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Germany
Phone: +49 (0)6103-5881-0
Web: https://www.giepa.de/?lang=en
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